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Background

• IETF Last Call and IESG Review of Proposed Applicability Spec for 
core email standards created controversy:

• Very strong push for TLS requirements and discouraging email without it
• Possible misunderstandings about how email works 

• Multistep store and forward
• Questions about where vulnerabilities lie

• Tension between IETF objectives and current (and established) practice
• Is it wise/ sensible to impose requirements that we know will be ignored?

• Don’t want to spend time on the above today… However…
• Discussions turned up difficulties with the TLS (and related) specs 

with potential interoperability problems
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The Authentication Problems

• Almost separate from confidentiality although some tools overlap
• More than one:

• SMTP-sender  verifying SMTP-receiver
• SMTP-receiver verifying SMTP-sender
• Message originator
• Message integrity

• This presentation does not address those, but the methods 
involve many of the same issues and challenges
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Many TLS & other Link-level Confidentiality 
Approaches

• SMTP Extension Specs, including
• STARTTLS
• RequireTLS
• SMTP Auth

• Requirements for SMTP-senders to make special DNS checks, 
including

• MTA-STS
• Confidential Transport

• IPSec
• Specialized tunnels (including SSH) under  SMTP

• Actual end-to-end (originator to recipient) methods ?
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So, What Is The Problem?

• These methods are not interoperable: if a sending system has support 
for only one or two and a receiving one supports a different set, 
interoperability may be impossible.

• Many of them expose more information than is generally understood
• Relay hosts, not just the link-level environment, pose risks.

• No clear, easy-to-find and understand, guidance about what one 
should do and what tradeoffs exist

• Generally not policy questions but technical choices about best 
approaches and tradeoffs
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Dispatch Recommendation

• If we want serious, interoperable, use of message confidentiality 
techniques,  a carefully thought-out, well-written set of 
recommendations are needed, covering:

• Circumstances under which different methods are optimal
• Tradeoffs between, and limitations of, various methods
• Clarity about what is, and is not, protected

• Or we can continue to muddle along, appearing to over-promise, 
and making requirements that, if observed, would cut a large 
portion of the world off from email.

• This will probably require a WG or assignment to an existing one.
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An Unusual DISPATCH Question/Problem

While I can identify and describe the problem and requirement, I 
am not qualified to lead this work.   So the question is not just 

• Is this work important and should the IETF do it?

But…
• Can people be found who can and will do it? … or do we live with  

the problem and the impediments it poses to effective email  
confidentiality?
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Thanks
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