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Problem

* In many real-world call paths, legitimate Caller-ID and malicious spoofing look
identical to the called party

* Recipients need a way to distinguish authorized use from impersonation

* STIR/SHAKEN provides important caller-identity support, but deployment is
incomplete globally and some call paths still fall outside it

Goal
* Provide a simple, incrementally deployable mechanism for the called party to ask:

“Will the party responsible for this number vouch for this call right now?”
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Background

Core Insight

* The presented Caller-ID is easily spoofed and untrustworthy

* But calls placed to that number generally reach the party responsible for it
CIDVV flips the trust model

* Uses trusted call routing check an untrusted Caller-ID

* Short signaling-only calls (no media)

* Works across SIP and legacy TDM/SS7 networks with no protocol changes
* No new SIP methods, headers, or response codes required

Status

* Draft: draft-anderson-askew-cidvv
e Repository & Prototype:
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https://cidvv.org/

CIDVV Functions

Vouching

* Allows the called party to determine whether the party responsible for the presented
number will vouch for this specific call

* Uses short reachability-based verification (no media required)

* Works independently of STIR/SHAKEN or alongside it

Vetting

* Allows parties to confirm a number is controlled by the expected holder
* Uses a shared secret and token exchange

» Useful for branding, trust programs, and registries

* No central authority required

Core Idea
“Will the party responsible for this number vouch for this call right now?”
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Hoped dispatching outcome

Desired Outcome
« Community guidance on venue, scope, and next steps toward an interoperable
specification

Questlons for DISPATCH
Should the IETF work on Caller-ID vouching for specific calls?

* How should CIDVV relate to existing caller-identity work?

* Where should further discussion happen?

* Isthere interest from STIR, SIP, security, telecom, carrier, and anti-abuse
participants?

We welcome feedback and collaboration.
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