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Motivation

+  Problem. Verifying email control today relies on out-of-band OTPs / “magic links” — the
user leaves the site, digs the code out of their inbox, and returns. Adds friction, loses
conversions, and is phishable (a malicious site can relay an OTP in real time).

« What EVP does. Browser verifies email control cryptographically, with no email sent.
Three parties — verifier (site), user agent (browser), issuer (email provider). The browser
binds a signed token to the verifier's origin and a form nonce; the issuer is blinded to
which verifier the user is interacting with.

« Interoperability. Any conforming Relying Party, Browser, and Issuer interoperate with no
proprietary integrations — RPs verify tokens, Browsers run the protocol, Issuers mint
standards-compliant tokens.

« Deployment interest. Live in Google Chrome and Microsoft Edge origin trials.
Implemented by Google (gmail.com / accounts.google.com) and Hello (issuer.hello.coop).
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History. Started as a W3C incubation; deployed by Chrome behind a flag and by
Google for whitelisted gmail.com users. On W3C TAG feedback, split into the W3C
Email Verification API (browser APIs) and the IETF Email Verification Protocol
(browsereissuer interactions). A Chrome origin trial (3-6 months) begins shortly —
changes welcome in that window, so engaging IETF now rather than presenting a fait
accompli.

Pointers:

I-D: draft-hardt-email-verification (Hardt, Goto) — datatracker.ietf.org/doc/draft-
hardt-email-verification

W3C companion (browser API): WICG Email Verification APl —
wicg.github.io/email-verification (github.com/WICG/email-verification)

Implementations: Chrome + Edge origin trials; Google (gmail.com/
accounts.google.com), Hello (issuer.hello.coop)

Prior engagement: W3C incubation (WICG) and W3C TAG review
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The dispatch question

EVP reuses existing building blocks. That reuse is the crux of where it should live —
the work spans several areas:

e Token — SD-JWT with key binding (EVT + KB-JWT): credential-format territory
that overlaps SPICE / OAuth.

e Issuer discovery — DNS delegation: DNS-based delegation from the email
domain to the issuer.

e Request auth — HTTP Message Signatures + a Fetch-metadata request header:
httpbis territory.
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Desired dispatch outcome

Our ask of dispatch — help find the right home:

Direct the work to an existing WG

Propose a new focused WG

Recommendation to hold a full BOF

Publish as AD-sponsored (assuming AD is willing) ¢ preferred
Additional discussion or community development required (e.qg.,
with a new non-WG mailing list)

EVP spans SPICE, email, and HTTP — it doesn't fit cleanly in one WG.
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