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The Problem: Email IDs are the most common user
identifiers across the Internet

GLOBAL DIGITAL IDENTITY MARKET SHARE

Decentralized IDs (1%) =

e
Usernames (5%) —
Phone Numbers (11%) -

Proprietary IDs -
(18%)

Email IDs (65%)

Data Baseline: Active Consumer-Facing Internet Accounts

Source: Data synthesized from global authentication logs and identity framework analyses (Okta Secure Sign-In Trends, LiveRamp Identity
Resolution Benchmarks, and The Trade Desk UID2 Open-Web Ecosystem Metrics).

Yet there is no general, interoperable way to associate .
public keys with email-address identifiers . f!%: .

Domain Key Authority (DKA) © Kishore Swaminathan ‘



Domain Key Authority (DKA): Domain-designated
key authorities collect, verify and distribute public

keys of email IDs
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DKA: Collect, verify, distribute selector-scoped public

keys
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Domain Key Authority (DKA): Contribution

e Distributed framework of DKAs

* Verified association: [Email-address—Public-key]
* Baseline mailbox-control verification +
verification methods extensibility

 Selector-scoped keys: Application and Algorithm-agnostic
* Deterministic key discovery

DKA turns Email-address Identifiers into
Cryptographic Identifiers

IPR: US Patent12,401,508 1 ETF
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Why DNSOP?

* DKA designation is a new kind of DNS semantics

* DNS-designated but not DNS-controlled (arms-length relationship)

* DKAs are integrally connected to the domain

* Fordiscovery and trust by both email IDs and clients

* For verification of mailbox control and DKIM

* Email addresses are part of the domain-namespace
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