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Background



© IETF-125

e | presented our 4 LocalRoot documents
e Paul H. present his RootCache document

e Before considering adoption, the room wanted:

e What problem are we solving?
e Why not just QName Min, NSEC-aggressive, etc?
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Comparing RSS communication techniques

The following technologies help communication:

e QName Minimization
Aggressive NSEC
Encrypted and Authenticated DNS

Serve Stale
DNSSEC
LocalRoot (/ RootCache)

We'll get to how they help during this talk
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Caveats

e Obviously these techniques all work DNS wide

e Even LocalRoot is really just advanced caching of a zone
e Today's goal: just compare RSS

e Many will hate this limitation.

e But it aligns with the adoption problem at hand

e |I'm obviously biased... but | tried. ..
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Rating system

Exact quantification of some are possible

Others not so much

So used:

Complete ©
Significant ©
Moderate @
[none]

o Let's debate actual values on the list
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Communication Improvement

Targets



Privacy

e Can we protect user queries from privacy leaking
e includes on-path
e includes the RSOs or auth servers themselves

Technology Mitigation Notes
Level
QName-Minimization Significant ®  Reduces queries to the root down to just the TLD
Aggressive NSEC Significant ®  Reduces non-TLD queries to 1/N
Encrypted / Authenticated  Moderate © Reduces onpath eavesdropping
LocalRoot Complete © No user queries are sent at all
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Disconnected operations

Can resolvers get answers when temporarily disconnected from the resource

(RSS)

Technology  Mitigation Notes

Level
Serve-Stale  Significant ®  Allows reuse of past responses, if available
LocalRoot Complete © All data is available
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Authoritative RR Protection

Can authoritative records be protected?

(e.g. SOA, zone's NS, and child DS)

Technology Mitigation Notes

Level
Encrypted / Authenticated =~ Complete © Authenticated path protection
DNSSEC Significant ®  Protects signed zones
LocalRoot Complete © All data validated (ZONEMD)
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Non-Authoritative Data (Glue) Protection

Can non-authoritative records be protected?

(e.g. child NS and glue)

Technology Mitigation Notes

Level
Encrypted / Authenticated () Authenticated path protection
DNSSEC Significant ®  For child-centric validators only
LocalRoot ©  All data validated (ZONEMD)
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Bit Flipping

Can bit flipping be protected against (or at least detected).
e Note the path is long: Authoritative -> Resolver -> Child

All techniques: only throug verification step

Technology Mitigation Notes
Level
Encrypted / Authenticated  Significant @  Path protection
DNSSEC Significant ®  For child-centric validators
LocalRoot Significant ®  Complete contents verification (ZONEMD)
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Latency

How much does the technique help with latency?

Note: Latency importance still under debate

Technology Mitigation Notes

Level
Aggressive NSEC  Significant ®  Works when a bounding NSEC is cached
LocalRoot Complete © No queries are sent — cache hit always
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Intermission: Encrypted / Authenticated

DoT/DoH/DoX to authoritatives are EXPERIMENTAL at best

| made the statement in the document:

[current DoT servers] lack a robust way for performing proper TLS
server certificate authentication, which makes actual deployment a chal-
lenge.

And marked the techniques as Complete ©.

Multiple people said that this is impossible to assume

e | left things as Complete ©, recognizing its aspirational
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Results




Summary table

QName-Min Aggr.-NSEC Encr/Auth Serve-Stale DNSSEC LocalRoot
Privacy Significant ®  Significant ® Moderate @ Complete ©
Disconnection Significant © Complete © *
Auth Prot Complete © Significant ®  Complete ©
Non-auth Prot Complete © Significant ® Complete ©
Bit Flipping Significant © Significant ®  Significant ©
Latency Significant © Complete ©
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Next steps




draft-hardaker-dnsop-rss-usage-considerations

Was never intended to be an RFC. ..

but could be if people think otherwise
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RFC7706 and RFC8806 don’'t match reality

e LocalRoot / RootCache techniques are widely implemented
e But not (at all) like RFC8806 says
e We should fix that (IMHO) and adopt either:

e draft-wkumari-dnsop-extended-error
e draft-hoffman-rootcache
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What about the other documents

e draft-hardaker-dnsop-dns-xfr-scheme

e axfr://, ixfr://, xot://

e Seems more obviously useful and independent

e draft-hardaker-dnsop-iana-root-zone-publication-points

e Asks IANA to create a public list of sources

e draft-hardaker-dnsop-root-zone-publication-list-guidelines

e Provides guidelines to IANA about putting items on the list
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Let’'s decide

IMHO, three call for adoptions are needed:

1. replace RFC8806 with LocalRoot or RootCache
2. XFR schema
3. Ask IANA to formally publish a list of public sources
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