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DNS's Blind Spot — 50 Years of One-
Dimensional Mapping

Traditional DNS Mapping (1983 to Present):
example.com → 198.51.100.1 (A/AAAA record)
→ Resolves only the 'where' question

Modern payment scenarios require:
example.com → {
      Identity:       ✅  Who is initiating/receiving the payment?   ←   Unanswerable by DNS
     Compliance:  ✅   What are the rules?                                  ← Unanswerable by DNS
     Payment:       ✅    Where should I send the payment?        ← Unanswerable by DNS
    }

Core Diagram:

The first contribution of UTXO domain names to DNS: upgrading DNS from "one-dimensional 
mapping (domain name → IP)" to "multi-dimensional mapping (domain name → identity + 
compliance + payment endpoint)".。



UTXO RR Structure & Design Principles
RDATA Structure (Type: TBD1 / 65400)

Defines the binary format for blockchain address 
mapping.

01Data RR Positioning

Unlike restrictive Meta-RRs (e.g., 
DS/NSEC), it can appear anywhere in a 
zone file, offering unparalleled flexibility 
for record placement.

02Optional VRF_PROOF

Choose between relying on 
DoH/DNSSEC or including cryptographic 
proof for enhanced offline verification 
and trustless integrity checks.

03IPv6 Fingerprint (96 bits)

Strictly aligns with RFC 7217 standards to 
ensure seamless interoperability across 
modern network systems and address 
generation algorithms.

04vLEI DID Extension

Integrates space for Legal Entity 
Identifier (vLEI) DID, bridging blockchain 
identities with regulated, verifiable legal 
entity credentials.

IANA Status: RR Type TBD1 (65400) / 
EDNS0 Option TBD2 (65000) — 
Coordination in progress



A General-Purpose Container — Not Bound to 
Any Specific Implementation

The third contribution of UTXO domains to DNS: providing an open, pluggable framework rather than a closed 
ecosystem. The DNS community can independently evolve specific standards for the identity layer, 
compliance layer, and payment layer without waiting for modifications to UTXO RR.

Core Diagram:

(Universal container, pluggable)
UTXO RR  

Identity Layer  /  (Pluggable)
e.g.
←vLEI (GLEIF)

• eIDAS   
• other identity systems

Compliance Layer/ (Pluggable)

e.g.
• agent policy

 •  ISO standard
• other rule formats

Payment Endpoint Layer  /Pluggable)

e.g.

•blockchain address
 • stablecoin contract

 • other endpoint identifiers

Statement on the Relationship with W3C 
UW2ICG:

UTXO6-DNS is an independent DNS protocol extension 
that does not rely on W3C UW2ICG. Analogy: DNS 
defines A/AAAA records, while browsers define how to 
use them—the two operate independently. UW2ICG is 
an application-layer specification, whereas UTXO6-DNS 
is a network-layer naming standard.

Standard track alignment
（RFC 8126bis）



Key Diagram (from *A Theoretical Reassessment of IPv6 Address Programmability*):

The UTXO-anchored IID merely extends the source of parameters in the formula F(Prefix, 
Modified_EUI64, Network_ID, secret_key) from 'device-local MAC' to 'UTXO transaction 
receipts', fully adhering to the same technical paradigm as RFC 7217.

Core Diagram:

The fourth contribution of UTXO domains to DNS: Demonstrate that the new requirements can be 
seamlessly integrated into the existing IETF standards framework without requiring disruptive 
modifications.

Built on Existing IETF Standards — Not 
Reinventing the Wheel

EDNS0 Fail-Safe Explanation:
Per RFC 6891, unknown EDNS0 options are ignored by 
resolvers and do not cause query failures. Even if a 
resolver does not support Option Code TBD2 (65000), it 
can still return UTXO RR data normally.

IETF Standards, Usage of UTXO Domains, Relationship

RFC 1034/1035 Basic Framework of the 
DNS Protocol

Strictly adhere to

RFC 6891（EDNS0） IANA Registry Alignment Standard 
Extension

RFC 7217（Stable 
Privacy Address）

IID Generation Paradigm Paradigm 
Extension

RFC 9381（VRF） Verifiable Proof of 
Ownership

Direct quotation

RFC 8949（CBOR） Endpoint Identifier Encoding Use directly.

Security Dimension Processing UTXO Domains

Cache Pollution / 
Amplification Attack

UTXO RR size is configurable (ranging from 
tens to hundreds of bytes), comparable to 
DNSKEY/RRSIG, and introduces no new 
amplification risks.

VRF Cryptographic 
Strength

Adopt RFC 9381 ECVRF-EDWARDS25519-
SHA512 (approximately 128-bit security 
strength); the Version field supports future 
algorithm upgrades (including post-quantum 
migration paths)

Safety Considerations (Combined Q8 + Q9)



Technical Premise Already Proven — IPv6 
I ID Programmability

Core Diagram（ myipcolor.com）Created by Eric Vyncke：

  Which color is 
2409:8a28:48d1:aec0:b5c0:b6b7:abe1:db65 ?       

Color Visualization Block — 8a2848 / d3f080

 Source: https://www.vyncke.org/myipcolor.php       
(Personal tool of IESG member Eric Vyncke)

Key Takeaway:

Modified_EUI64-bit IID of an IPv6 
address can carry color data, it can also 
carry UTXO ownership proofs—same 
technical premise, far more critical 
application scenario.

The fifth contribution of UTXO domains to DNS: providing a genuine 'killer 
application' for the programmability of IPv6 Interface Identifiers (IIDs) — extending 
network layer identifiers from 'device location' to 'proof of asset ownership'.



End-to-End Validation — Running Code 
Already Exists

UTXO domain implemented verification
✅  GoGreen Charging Station Micro-Payment (End-to-End Prototype)User → Domain 
Resolution → Compliance Check → On-chain Payment → CompletionMobile                    
✅  TEE Reverse Verification (High-Frequency Micro-Payment Scenarios)Domain 
verification latency < 50ms, on-chain verification gas < 5000                                               
✅    Three-tier global distributed resolution network (architecture design completed)         
L1: 8 Super Nodes | L2: 50+ Regional Nodes | L3: 1000 + Edge node                                               

UTXO Domains' sixth contribution to DNS:Provided multi-dimensional 'operational code' 
evidence for DNSOP — not only feasible on paper but also deployable in actual systems.

Core Diagram:

TTL Cache Recommendations:
Cache Strategy: It is recommended to set TTL = min(zone-configured TTL, blockchain finality 
time). A value of 300 seconds is advised to strike a balance between response timeliness and 
resolution performance.



Use Case: Enabling BIS Unified Ledger & 
Atomic Settlement via UTXO-DNS

Bridging the 50-Year DNS “Blind Spot” to Solve the “Who to Pay?” 
Fragmentation (BIS 2026)

Traditional cross-border payment 
fragmentation (BIS pain points)

UTXO-DNS solution (corresponding to 
the BIS unified ledger)

Built-in vLEI Identity Layer: UTXO RR 
carries verifiable credentials, enabling 
counterparty identity verification upon 
resolution.

Programmable Compliance Layer: Embeds 
PRN (Penetration Supervision) rules, with 
UTXO RR directly carrying KYC/AML tier 
requirements for payments.

Atomic Settlement Anchor: Parsing the 
returned endpoint directly triggers a UTXO 
atomic swap, with settlement completed in 
3.8 seconds in testing (benchmarked against 
Project Agorá).

ISO 20022 Extended Mapping: Seamlessly 
embed the .utxo payment naming layer 
via pacs.008 extension fields to bridge 
traditional finance and tokenized assets.

Identity Gap: Banks only see 
account numbers, not the legal 
entity identity of the payee.

Compliance Gap: Sanctions 
screening relies on post-event 
manual reviews and requires 
tracing through multiple layers 
of correspondent banks.

Settlement gap: The SWIFT 
correspondent banking model 
causes 1–3 day delays and 
Herstatt risk.

Information semantic gap: ISO 
20022 messages cannot natively 
carry on-chain payment 
instructions.

Based on public data from BIS Project 
Agorá and UTXO-DNS testnet validation:

UTXO-DNS does not replace DNS; rather, it upgrades its role from "locating hosts" to "locating payments and compliance." This directly addresses the core 
objective outlined by the BIS—"preserving monetary trust in tokenized ecosystems"—by providing a unique, verifiable "payment naming layer" for the global 
unified ledger.

• Settlement Speed: 1–3 days → 3.8 seconds 
(99.9% improvement)
• Liquidity Unlocking: Pre-funded capital 
requirements for intermediaries reduced by 
35%–50%
• Counterparty Risk: Cut from “overnight 
exposure” to near zero via atomic settlement
• Endpoint Certainty: Upgraded from “knowing 
only the beneficiary bank” to “precise 
identification of the beneficiary entity + 
compliance status + on-chain address”



What We‘re Asking From DNSOP — Three 
Requests

UTXO domains aren't here to 
replace DNS—they're here to 
extend it, enabling DNS to 
serve the era of digital 
payments. This marks the first 
time in DNS's 50-year history 
that it has been expanded into 
a "payment naming layer."

# Key points of contribution

1 mensional mapping → Multi-dimensional mapping (Expanding DNS 
expressive capabilities)

2 Introducing a new RR type (Data RR)

3 Pluggable universal framework (open and neutral)

4 Fully aligned with existing IETF standards—evolutionary, not revolutionary.

5 IPv6 IID Killer Use Case (Making Programmable IIDs Matter)

6 Multi-dimensional runtime code evidence (deployable)

Summary Table of Six Major Contributions:

As we have just demonstrated, UTXO-DNS is 
not only operational but directly addresses 
the settlement latency issue of concern to the 
BIS and central banks worldwide. To enable 
large-scale deployment of this use case, we 
hereby submit the following three formal 
requests to DNSOP...



What We‘re Asking From DNSOP — Three 
Requests

Six Key 
Contributions and 
Their Impact on 
DNSOP:

Request three actions from DNSOP.

� Core Positioning Statement: "UTXO-DNS does not 
replace DNS—it extends it to serve the era of digital 
payments."

Associated object Explanation

 W3C UW2ICG Independence. Analogy: DNS defines A/AAAA records; 
browsers define how to use them.

IETF Standard Strictly adhere to : RFC 8126bis、RFC 6891、RFC 7217

IANA Register Initiate the coordination process, TBD value to be formally 
assigned

① Upgrade DNS to Multidimensional Mapping: Domain Name → Identity + Compliance + Payment Endpoint  

② New Resource Record (RR) Type Framework: Extend DNS record semantics while preserving protocol 
simplicity  

③ Pluggable Three-Layer Container: Independent evolution of each layer without modifying UTXO RRs  

④ IANA Compliance Alignment: Adhere to RFC 8126bis and advance standards registration  

⑤ IPv6 IID Programmability: The true "killer app"—proof of asset ownership  

⑥ Running Code Validation: Provide operational evidence for DNSOP
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Channel Address

GitHub github.com/cocafoundation6/utxo6-dns
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Mailing list public-uw2i@w3.org

IANA iana@iana.org

https://github.com/cocafoundation6/utxo6-dns
https://w3.org/community/uw2i/
https://github.com/cocafoundation6/utxo6-dns
https://w3.org/community/uw2i/

