IETF - DELAY-TOLERANT NETWORKING WORKING GROUP

Reliability Considerations for
Delay-Tolerant Networks

Updates for revision -02’

draft-birrane-dtn-rel-02 - 4 ]July 2026 - Informational (individual)

E.J. Birrane III - S. Pellegrini - A. White — JHU/APL



-02 Major Updates

Updated terminology
“Adaptation Layer” changed to “Convergence Layer”; Defined CLPS more formally

Custody + classes fold into a new 86 “Reliability in the Bundle Layer”
Reliability classes renamed (0-3) and their MAD/SAB/HAD semantics updated
Initial cut at security considerations
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Minor Updates

Figure 2 (revised): adapters & protocol stacks

1 RFC-keyword boilerplate removed

: , , Bundle Protocol Agent
Removed the RFC 2119 / BCP 14 requirements-language section; did

not believe they belonged in an informational document

Reuses RFC 4838 / 9171 terms

P, | Ps

Better aligns document to be consistent with language in these RFCs
(e.g. BPA, ADU, CLA, CLP)

Pn Pn
3 Updated layering and new term: CLPS

Propose defining a Convergence Layer Protocol Stack (CLPS) as one
or more CLPs accessed via a single CLA.

. o o Underlay Network Protocol
9171 only defines the CLA for protocol binding but reliability needs to
consider capabilities of the larger stack. Reliability is a property of the
whole stack - not of any single protocol. A stack = CLP (top) - ... = underlay (bottom)
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— “Convergence Layer”

Convergence Layer — Get bundles from BOP to BOP. Different
from underlay with is get PDUs from HOP to HOP.

Stacks, not protocols — 84.4 argues reliability is achieved by
combining protocols; a CLPS spans from the CLP (top) to the
underlay protocol (bottom).

CLA  CLPSrelationship — A CLA provides, at a minimum,
access to the “top” CLP of the CLPS.

Example properties — (1) may support multiple CLPSs; (2)
provide reliability, rate-limiting, and congestion control BOP to
BOP.
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\_| Ao O LR + | |
/| | ADUs | |
Bundle /| A Vomm e o - + | \
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/] | BP | BP | BP | \ Bundle
| | +---V---% H---v---+ H---v---+ | / Node
| || CtP 1| | CLP 2| | CLP n | |
I I e S R I LA E L /
Convergence / | | | | | /
Layer \ | +---v---+ +---v---+ Fo--v---+ | |
P P2 | | Pno| ] |
| | +--, -t +-- -+ +-- -—+ | /
Pl Py | | Pz || /
L R s DAL e ey S T Y 4
/ | Px | Py | Pz
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Figure 1: Architectural Layers
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Adaptation Layer —» Convergence ;/ | e

Application / |

Layer Layer \ e [ P\

| |
\ | Application Agent | | \
\_| #---mmmmeeee AL + | |
/| | ADUs | |
Bundle /| Hemmmmeee e Vommmmmm e oo - + | \
Layer A Bundle Protocol Agent | | \
V| HemAeeoeooa Aoooaones Aot | |
/| | BP | BP | BP | \ Bundle
| | +---v---+ H---v-o--t  Ho--v---+ | /  Node
| | | CLP 1| | CLP 2| | CLP n | | |
| | N Ry, G S Sy, W | /
Convergence / | | | | | /
Layer \ | +---v---+ 4---v-o--t  Ho-v---+ | |
1 P | [ P2 | | Pn || I
| | +--...--+ +-- --+ 4-- --+ | /
Network 1 Network 2 Network n T Px 1 Py 1 Pz 11
(N e Y S ey yupup Y
/ | Px | Py | Pz
Underlay / | PDUs | PDUs | PDUs
In 9171 - CLA is part of the bundle node, but the LayeT  \ 4eoVe-ob bosoyeood oooyeood
CLPs are NOT. And they are NOT part of the ‘- Network 1 Netvork 2 Networkn
underlay network either. Where do they live? Figure 1: Architectural Layers
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A new §6: “Reliability in the Bundle Layer”

Custody + classes scoped to the bundle layer

-00 had top-level 86 Custodial Behaviors and 87 Reliability Classes. . .
Custody transfer is not in BPv7

core

Custodial behaviors and reliability classes associated with them
exist at the bundle layer.

Was core in BPv6 — a core feature of the experimental

These are distinct from reliability services that may exit at other DA NG b

layers such as the convergence layer.

...not in BPv7 [RFC 9171] — ...but not part of the BPv7
core specification.

Classes = services — custodial behaviors & classes are
statements about network services, not BPv7-inherent
mechanisms.

Moved — 85.4 Sample DTN Deployment. The three-node exemplar
(Fig. 1 in -00) moves here as Fig. 3, now with a worked retransmission
example tying reliability to multiple layers.
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Classes updated based on off-list discussion

# -00 name -02 name MAD
0 No BP reliability Best Effort 0
a Best Effort Retention Store-Until-Forward 0
e Guaranteed Custodian Guaranteed Custodian 1
e Redundant Network Custody Independent Custodians 2+

MAD = min. acknowledged downstream custodians - SAB = store a bundle - HAD = hold at destination

MAD is per-custodian Release trigger widened

now “applies at each node currently holding
custody, including the source” — recursive,
hop-by-hop.

a custodian may release on ack from the new
custodian — or the destination.

SAB HAD
F F
T T/F
T T/F
T T/F

Class 3 = replication

-02 spells out replication toward multiple
candidate custodians along disjoint paths — a
statement about forwarding, not just an ack
threshold.
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Updated Fault - class mapping

Figure 4 keeps its shape but several rows change coverage.

Fault -00 coverage

Offline Application Class 2-3

Resource Exhaustion Maybe Class 1/2-3
Platform Error Loss Class 2-3 (not at custodian)
ADU Handoff Loss Class 2-3 - time-dependent
Lost Traffic (underlay) Class 2-3

Unexpected Traffic Delay Class 3 - parallel paths

-02 coverage

Class 1-3 - requires HAD = TRUE

Class 2-3 - custodian holds until downstream accepts

+ “Class 3 tolerates custodian loss”

Class 1-3 - HAD = TRUE if transient

+“Class 1 may mitigate if loss reported while stored”

Class 3 - replication along parallel paths

Class 1 (store-until-forward) is now credited for transient/offline mitigations via HAD, and Class 3's benefit is explicitly attributed to replication rather

than “parallel paths” in the abstract.



Questions
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