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draft-taylor-dtn-echo-service-01

● Standard echo (ping) service for BPv7 at a well-known service number
● -01 posted July 2026; touches most of the document
● Headline: the echo service is now a request/response wire contract, not a 

bundle "reflector"
● Conformance rules describe the observable content of the Response Bundle 

only — silent on how it is produced
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Proof First: It Interoperates Today

● Bidirectional ping across eight BPv7 implementations, 0% loss across the 
board:

○ Hardy, dtn7-rs, HDTN, DTNME, ION, ud3tn, ESA BP, NASA cFS
● Each running its own independently written echo service
● -01 codifies behaviour that already exists in the field
● Deployed reality check: services answer on 7, 2047, other Private Use values 

— none registrable
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Why the Reflector Model Had to Go

● -00 specified a mechanism: clone request, swap source/destination, hand to 
BPA

○ Over-specifies internals — assumes echo lives inside the BPA
○ Forces awkward semantics: a "reflected" bundle carrying someone else's timestamp, flags, 

blocks
● -01 specifies only the externally observable Response Bundle

○ Implementation free to build fresh or derive internally
○ In-BPA service or ordinary application — both conformant

● New terminology: Request Bundle / Response Bundle
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The Response Is an Independently Sourced Bundle

● Creation timestamp: fresh (reversal of -00's "preserve")
● Lifetime: node-sourced — may reuse request value or derive from observed 

transit time
● Report-to: node-sourced
● Flags: explicit per-flag rules, no wholesale copy

○ Admin-record and app-ack flags MUST NOT be set
○ Status-report flags MAY mirror the request

● Payload: preserved exactly — the contract the client relies on
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When Not to Respond

● Null source on the request — no return path
● Request payload is an administrative record — don't reflect status reports 

(loop prevention)
● At most one Response Bundle per request
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Extension Blocks and Security

● No obligation to reproduce request extension blocks; service MAY add its own 
per normal outbound processing

● Copying BPSec blocks is not meaningful — echo service cannot assume the 
original security source's role

● Consequence: client cannot authenticate the response via a BIB it placed on 
the request

○ Assurance from the echo node's own BPSec policy, or by validating the returned payload 
against retained local state

● Amplification reframed: factor ≈ 1; real concern is reflection toward a spoofed 
victim
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Payload Format Dropped

● -00 suggested CBOR [sequence, options] with CDDL; -01 defines no 
payload format

● Client needs only a sequence number to correlate; send-time and validation 
copy live in client state

● Ping client guidance (RTT statistics, status-report interpretation) is a 
non-normative appendix
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IANA: Simplified

● Register IPN service number 128 only — single row, no new column
○ Lowest value in the Standards Action range of the RFC 9758 registry

● The dtn-scheme demux question has moved to a separate draft:
○ draft-taylor-dtn-well-known-demux — a demux column for all well-known services, not just 

echo
○ Skeleton stage; more at a future meeting
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Asks

● Review the -01 response-bundle conformance rules
● Interest in WG adoption?
● Concerns with service number 128?
● Feedback on splitting dtn scheme demux registration into its own draft
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Thank You

Draft: draft-taylor-dtn-echo-service

Repository: github.com/ricktaylor/echo-service

Contact: rtaylor@aalyria.com
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