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Status

• draft-ietf-core-coap-bp-04

• Address a review from Marco Tiloca

• Address comments from IETF 125

• Note:

– Actual updates are in -03

– -04 fixes an issue with a figure, to make the diff useful!

• CoRE WG chairs plan to declare that -04 is stable 
to implement
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Table of contents
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• Changed the 
order of a few 
sections as per 
RFC 7322
• Security 

considerations

• IANA 
considerations

• Acknowledgments

• Otherwise, the 
main structure is 
stable



5. Encapsulating bundle

• Clarified that MAX_AGGR_DELAY is 
independent of whether Single messages are 
of CON or NON type
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13. Security considerations
• Risk (Payload-length is “Class U” for OSCORE): 

• An attacker might infer features of the communication 
based on the payload size of the messages

• Solutions

• Not using the Payload-length option 

– But then, no aggregation

• Adding padding (CoAP Padding option) 

– Before OSCORE used

• Using lower-layer security (e.g., BPSec)

• Using OSCORE hop by hop 

– Now possible with OSCORE-capable proxies functionality

– A Class U option can be promoted to Class E
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Throughout the document
• Minor technical improvements:

• Clarifications

• Language improvements. Examples: 

– s/send/may send

– s/response/reply

– Etc.

• Editorial improvements

• Typos, language issues fixed

• Added forward references

• Made text references to sections, figures and 
actual references hyperlinks
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Next steps

• Approaching WGLC ?

• Reviews and implementation feedback 
would be very much welcome

7



Thanks!
Questions? Comments?
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