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SBAM Quick Recap
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e Preserves standard BPSec behavior,
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block is removed.

e Compatible with Manifest block concept
(draft-sipos-dtn-manifest-block)



SBAM Functionality

Add two additional layers of integrity:

Reporting by intermediaries when processing origin security blocks
AND
Audit over BPSec params and key info created by bundle src and verified by payload dst

Dst rejects the bundle on audit/report verification failure or audit—report data mismatch.
Guarantees dst one of the following:

1. All security blocks added by the source have arrived unchanged or
2. Some honest intermediate has correctly processed and discarded security block/s
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Draft Changes from Incorporation of WG Feedback

e Separated the discussion of the manifest block from the security mechanisms and processing
associated with it.

e Clarified that the audit and report blocks become “critical” blocks once they have been
added to a bundle.

e Condensed the Design Decisions section to avoid unnecessary repetition of RFC9172
content.

e Added IANA Considerations section for new Key Identifier (aligns with 2.3.3 of
draft-sipos-dtn-manifest-block-01).

e Overall alignment with manifest block architecture



e Updated SBAM with WG feedback
e Asking for WG Adoption of this draft

® https://www.ietf.org/archive/id/draft-tian-dtn-sbam-05.txt
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