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Packet Spraying Brings Challenges for Stability Guarantees

» Packet path tracking becomes more difficult
« Packets with the same 5-tuple may traverse different paths

* Replaying anomalous packets for anomalous location can result in incorrect conclusions

» Per-packet load balancing networks require faster fault notification and convergence
« Packets in a single flow are sprayed across parallel paths
« Network failures have a more severe impact on packet spraying networks

» Packet spraying networks require explicit loss notification
« Qut-of-order packet arrivals can no longer be seen as loss indications

« The receiver must wait for a timeout before triggering a packet retransmission



Requirement-1: In-band Anomaly Detection and Location

» Target: Detect and locate anomalies in-band without replaying packets for path tracking
* In-band loss detection and location for fault troubleshooting

* |In-band performance measurement (e.g., per-hop latency) for bottleneck diagnosis
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Requirement-2 Fast Fault Notification and Convergence

» Target: Rapid network recovery & minimize the impact of failures on service performance
« Fast failure detection and notification for rapid network convergence

« For host-based packet spraying schemes (e.g., MRC), fast notification to source hosts can

further improve the efficiency of fault recovery
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Requirement-3 Explicit Packet Loss Signals

» Traget: Use explicit loss notification signals to improve retransmission efficiency
« Generate explicit loss notifications when packets are dropped for efficient retransmission
- Notify destination hosts to trigger an NAK packet without waiting for timeout

« Notify source hosts directly to further improve retransmission efficiency
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