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vs. draft-ietf-opsawg-yang-provenance

GREEN Provenance draft

• GREEN provenance draft is a Controller based YANG Data Model, 
• draft-ietf-opsawg-yang-provenance defines one YANG type and can be implemented in the 

device and/or controller.
• The YANG data model is a single typedef:

typedef provenance-signature {
     type binary;
     description
      "The provenance-signature type represents a digital signature
       corresponding to the associated YANG element. The signature is based
       on COSE and generated using a canonicalized version of the
       associated element.";
     reference
      "RFC 9052: CBOR Object Signing and Encryption (COSE): Structures and Process
       draft-ietf-opsawg-yang-provenance";
}



New draft - v00

GREEN Provenance draft

Allows cross-domain correlation, it can be extended

Traceability is given by:
• provenance-key-id ← which key signed the data
• provenance-key-owner ← who is responsible for that key
• traceability-verified ← did it verify



Needs v01 to fix a few “Open” issues

GREEN Provenance draft
<ToBeFixed> No Augmentation under the GREEN YANG Data Model
 but to be moved as “grouping”
to the Controller GREEN Data Model (when available)

Device Initiated vs 
Controller Initiated vs 
External Controller

Enables traceability for 
aggregation related information



GREEN Use Cases
Motivation

COSE 
Signature

1

with YANG provenance

Device with  YANG provenance: device can be able to sign its own(GREEN) telemetry

COSE 
Verification

Controller
(Collector)“Modern” Device

curl -k -s -X POST   'https://195.235.93.145/function/json-verifier'   --data-binary 
"@GREEN_signed_device_leaf.json"

ietf-power-and-energy



GREEN Use Cases
Motivation

Controller
(Collector)

Device

2Device without YANG provenance: Controller needs to sign(GREEN) telemetry

COSE 
Signature

COSE 
Verification

+



GREEN Use Cases
Motivation

3
Aggregation from different Sources/Controller(s), including external  Certificate Authorities

each source can be 
independently signed 

and verified

Controller
(Collector+Aggregator) COSE 

Signature
COSE 
Verification

+



Open Issues in GitHub

https://github.com/marisolpalmero/green-provenance
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Pre-Hackathon #126

Mock
Producer

Microservice

Signing Provenance
Kafka

Microservice
Validating Provenance

COSE Signature
ietf-interface.yang

COSE 
Verification

COSE 
Signing

Schema Registry



GREEN Use Case - Hackathon #126
YANG-Push with COSE Provenance

Producer(s)

Microservice

Signing Provenance

Webapp
Validating Provenance

COSE Signature COSE 
Verification

DATABOL

1

2

ietf-interface.yang
ietf-power-and-energy

3 External 
CA

Databol
Bollector

YANG-Push

Ductus dimap

Different 
Sources
(Aggregation)



draft-ietf-opsawg-yang-provenance & draft-madpr-green-provenance-00

IETF Hackathon GREEN Provenance

each source can be 
independently signed 

and verified



“GREEN Provenance” Hackathon

If the ISP controller signs this correlation record, referencing the kid of 
each source. An auditor, six months later, can take this signed document, 
fetch the three input signatures, and independently verify the full chain

This is the number that goes into the 
CSRD/ESRS E1 compliance report. 
Without provenance on the three 
inputs, this number is unverifiable.

‘ish gCO2/wh



Thanks

• Datatracker : 
https://datatracker.ietf.org/doc/draft-madpr-green-provenance/00/
• Github : 
https://github.com/marisolpalmero/green-provenance
• Mailing List : 
green@ietf.org

mailto:green@ietf.org
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