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GREEN Provenance draft

Vs. draft-ietf-opsawg-yang-provenance

* GREEN provenance draft is a Controller based YANG Data Model|,

* draft-ietf-opsawg-yang-provenance defines one YANG type and can be implemented in the
device and/or controller.

* The YANG data model is a single typedetf:
typedef provenance-signature {
type binary;
description
"The provenance-signature type represents a digital signature
corresponding to the associated YANG element. The signature is based

on COSE and generated using a canonicalized version of the
associated element.";

reference

"RFC 9052: CBOR Object Signing and Encryption (COSE): Structures and Process
draft-ietf-opsawg-yang-provenance";



GREEN Provenance draft

New draft - vOO

Traceabllity Is given by:
* provenance-key-id — which key signed the data
* provenance-key-owner — who is responsible for tha
* traceability-verified — did it verify

module: ietf-green-provenance

+--ro provenance-key-id? string
+--ro provenance-key-owner? identityref
+--ro traceability-verified? boolean

+--ro traceability-last-verified? yang:date-and-time
+--ro traceability-failure-reason? string

identityref:
- —_ — - - -
key-owner-type (base) Allows cross-domain correlation, it can be extended
+-- key-owner-device (device self-attests, TPM-backed)
+-- key-owner-controller (controller fallback for legacy devices)

+-- key-owner-external-ca (grid provider, carbon intensity service)



GREEN Provenance draft

Needs v01 to fix a few “Open” issues

<ToBeFixed> No Augmentation under the GREEN YANG Data Model
but to be moved as “grouping”

module: ietf-green-provenance to the Controller GREEN Data Model (when available)
+--ro provenance-key-1id? string Device Initiated vs
+--ro provenance-key-owner? identityrefl s ———— Controller Initiated vs
. . . External Controller
+--ro traceability-verified? boolean
+--ro traceability-last-verified? yﬂng:dﬂte—um
+--ro traceability-failure-reason? string Enables liraceabi”ty for _
aggregation related information
ldentities:

key-owner-type (base)
+-- key-owner-device (device self-attests, TPM-backed)
+-- key-owner-controller (controller fallback for legacy devices)

+-- key-owner-external-ca (grid provider, carbon intensity service)



Motivation
GREEN Use Cases

ice with YANG provenance: device can be able to sign its own(GREEN) telemetry

: Controller
“Modern” Device (Collector)
with YANG provenanc 69
COSE COSE
ietf-power-and-energy  signature Verification
4 N\
{ DataStore (Device Initiated)
"ietf-power-and-energy:energy-objects": { object-id: "router-edge-01"

"energy-entry": [ provenance-key-id: "urn:isp-net:device:...

{

"object-1d": "router-edge-01",

provenance-key—owner: key-owner-device

traceability-verified: true v
traceability—-last-verified: 2026-06-26T09:00:05Z

"power" : "instantaneous-power": 187, ...
P { P ’ g traceability-failure-reason: — (absent)

"energy": { "total-energy-consumed": 8157, ... },
power: 187W measured

"power-state": { "power-state-oper": "...on" }

} device self-attested
\_

1,
"provenance-string”: "OoRRowNjeGlsBGdlYzIua2V5ASag9lhA..."

} t COSE_Signl in Base64 - this is the signature
¥

Signature verified




Motivation
GREEN Use Cases

{
"ietf-power-and-energy:energy-objects": {
"energy-entry": [
{
"object-1id": "switch-legacy-01", « different device
"power": {

"instantaneous-power": 95, « controller polled via SNMP
"data-source-accuracy": "...estimated", <« not a direct sensor read
"measurement-local”: false « controller collected this

}s

"relationship": [
{ "type": "...powered-by",

"peer": [{ "id": "ups-rack-01" }] } « topology relationship

gvice without YANG provenance: Controller needs to sign(GREEN) telemetry

Device Controller
(Collector)

COSE @ + COSE

-
DataStore (Controller Initiated)

object-id: "switch-legacy-01"

provenance-key—-id: "urn:isp—-net:ctri-key:...
provenance-key-owner: key-owner-controller
traceability-verified: true v
traceability-last-verified: 2026-06-26T09:00:10Z
traceability-failure-reason: — (absent)

power: 95W estimated

controller-attested

\.




Motivation
GREEN Use Cases

3

Aggregation from different Sources/Controller(s), including external Certificate Authorities

Scenario

A Madrid data centre draws 1,240 kW from three sources at once: the Spanish national grid (REE — external authority), rooftop
solar (controller-managed), and a UPS battery bank (controller-managed). We prove the composite carbon intensity figure used in

a GREEN compliance report is genuine and traceable to each source.

Source A — REE grid Source B — Solar PV Source C — UPS
842.7 kW - 87 gCO,/kWh - 61% 87.3 kW - Zero-ish gCO,/kWh - 310 kW - 9 gCO,/kWh - 91%
renewable Closed to 100% renewable renewable | each source can be
external-ca controller-A ﬁ controller-B E |ndependent|y S|g ned
= and verified

Controller
(Collector+Aggregator)

COSE @ + COSE @



Open Issues in GitHub

(] Open 8 Closed 0 Author ~ Labels ~ Projects ~ Milestones ~ Assignees ~

(] & Change title for the draft

#9 - marisolpalmero opened 2h ago

(]  pending a controller GREEN YANG model

#8 - marisolpalmero opened 16h ago

(] (¢ draft-ietf-opsawg-yang-provenance as normative

#7 - marisolpalmero opened 17h ago

(] (© Section 5 > Operational considerations

#6 - marisolpalmero opened 17h ago

(] (© explanation of +--ro notation for implementers unfamiliar with RFC 8340

#5 - marisolpalmero opened 17h ago

(] @ Clarfication: Device might produce the signature but the controller sets provenance-key-owner

#4 - marisolpalmero opened 17h ago

(] (© The 5 leaves are controller-side only and are not carried in device notifications

#3 - marisolpalmero opened 17h ago

(] @ Energy Objects MUST NOT populate provenance leaves

#2 - marisolpalmero opened 17h ago

palmero/green-provenance
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Pre-Hackathon #126

Microservice
Validating Provenance

Mock Microservice

Kafka

Producer

Signing Provenance

letf-interface.yang COSE COSE Signature J Schema Registry
Signing COSE
Verification
o0

® .
- Telefonica



YANG-Push with COSE Provenance

GREEN Use Case - Hackathon #126

Producer(s)

Ductus dimap

0 \ Microservice

ietf-interface.yang
fetf- power and-energy Signing Provenance

Different |
Sources COSE Signature J COSE

(Aggr egation) Verification

E& External
- D,

‘? Telefonica POuetus @DATABOL



[ETF Hackathon GREEN Provenance

draft—-ietf-opsawg—-yang—-provenance & draft-madpr—-green—-provenance—-00

Scenario

A Madrid data centre draws 1,240 kW from three sources at once: the Spanish national grid (REE — external authority), rooftop
solar (controller-managed), and a UPS battery bank (controller-managed). We prove the composite carbon intensity figure used in

a GREEN compliance report is genuine and traceable to each source.

each source can be

_ independently signed
Source A — REE grid Source B — Solar PV Source C — UPS

and verified
842.7 KW - 87 gCO,/kWh - 61% 87.3 kW - Zero-ish gCO,/kWh - 310 kW - 9 gCO,/kWh - 91%
renewable Closed to 100% renewable renewable .
external-ca controller-A controller-B !:




“GREEN Provenance” Hackathon

Grid : 842.7 kW (68.0%) CI=87 gC02/kWh
Solar : 87.3 kW (7.0%) CI=0 ‘ish gCO2Z/wh
UPS : 310.0 kW (25.0%) CI=9 gC02/kWh

This is the number that goes into the
~ Composite CI : 61.4 gCO2eq/kwh /CSRD/ESRS E1 compliance report.

~ Renewable : 71.2% Without provenance on the three
inputs, this number is unverifiable.

verify: v VERIFIED

If the ISP controller signs this correlation record, referencing the kid of
each source. An auditor, six months later, can take this signed document,
fetch the three input signatures, and independently verify the full chain



Thanks

* Datatracker :
https://datatracker.ietf.org/doc/draft-madpr-green-provenance/00/
* Github :
https://github.com/marisolpalmero/green-provenance

* Malling List :

green@ietf.org
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