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Recap: four stages, one correlated view
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ROUTER / CONFIGURATION LEVEL ROUTE / DECISION LEVEL

1
Acquire RPKI 

data

RTR, BGP, static, 

SLURM

2
Configure RPKI 

policy

Enabled validation 

and actions

3
Validate each 

route

State, mechanism, 

contributing rules

4
Observe 

routing impact

Filter, de-preference, 

tagging, alternate 

path

BMP should correlate what RPKI data and policy existed
with what happened to each BGP route.

Correlated View



draft-03: four design changes, one direction
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Previous concern / proposal Change now in draft-03

BMP might duplicate RTR operational 

telemetry
Explicit BMP vs. YANG / telemetry boundary

Five new BMP message types were too 

many

THREE NEW TYPES
+ reuse Statistics Report

Local overrides were hidden under static 

configuration
SLURM becomes a first-class source and policy item

Dataset identity was unclear Optional CCR-based dataset identification

Main direction: narrower responsibility and a smaller protocol surface.



Five proposed message types become three
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draft-02

RPKI_SOURCE

RPKI_POLICY

RPKI_STAT

RPKI_VALIDATION

RPKI_IMPACT

5 3
new top-level

message types

draft-03 architecture

NEW RPKI_CONFIG

Source status + policy configuration

EXISTING Statistics Report

Validation-state gauges

NEW RPKI_VALIDATION

Detailed per-route validation

NEW RPKI_IMPACT

Event-driven decision impact

CURRENT STANDARDS ALIGNMENT

RFC 9972 already defines ROV Invalid, Valid, and NotFound gauges for BMP RIB statistics.



RPKI_CONFIG describes the effective validation dataset
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RPKI_CONFIG = SOURCE + DATASET SUMMARY + EFFECTIVE VALIDATION POLICY

STAGE 1 STAGE 2

DATA INPUTS

RTR iBGP

eBGP STATIC

ACQUIRED RPKI 

DATA
Merged or selected inputs

SLURM

add / remove 

VRPs EFFECTIVE VALIDATION 

DATASET
State actually used for validation

RPKI_CONFIG SHOULD REPORT
source type  |  active / available  |  record count

update time  |  errors  |  dataset identity

SLURM may change the validation data set

Report its additions and removals - not merely that a local file 

exists.

CCR may identify the dataset

Later draft version could specify the digest and whether it 

represents the effective post-SLURM state.



Context, not RTR details stays in BMP

4

SAME STAGE  but  DIFFERENT OBSERVATION LEVELS

YANG / streaming telemetry

Detailed acquisition operation

RTR session, protocol, and transport details

Cache synchronization and health 

diagnostics

Device-level troubleshooting information

BMP: routing context

What data was actually available and used for validation

Source summary: type, active source, availability

Dataset context: identity, freshness, completeness

Correlation: dataset change -> revalidation -> routing impact

EXAMPLE ：Primary-cache failure changes the effective validation dataset

YANG: failure detail BMP: active source -> effective dataset -> routing correlation

CACHE A
RTR session 

DOWN

CACHE B
becomes active

EFFECTIVE DATASET
D1  ->  D2

ROUTES
revalidated

ROUTE P
Valid -> Invalid -> Filtered

WG QUESTION What minimum source + dataset context must BMP retain to make this correlation possible?

Source: draft-wang-grow-bmp-rpki-mon-reqs-03, Sections 1 and 7; example is illustrative



RPKI_VALIDATION describes the validation process
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1  VALIDATION INFORMATION  

FIELDS  State      Flags      Trigger       Rule Count

HEX     02         00         00            01

BITS    00000010   00000000   00000000      00000001

2  VALIDATION RULE RECORD  

FIELDS  Type (2 B)          State      Reason      Rule Length (2 B)

HEX     00 01               02         01          00 0C

BITS    00000000 00000001 | 00000010 | 00000001 | 00000000 00001100

3  ROA RULE VALUE  

FIELDS  Origin AS (4 B) | AFI (2 B) | Pfx | Max | Prefix (3 B) | Src

HEX     00 00 FB F0     | 00 01     | 18  | 18  | C6 33 64     | 00

BITS    00000000 00000000 11111011 11110000 | 00000000 00000001

00011000 00011000 | 11000110 00110011 01100100 | 00000000

Example Case

Route
198.51.100.0/24

origin AS64511

State Invalid

Rule
ROA Invalid

origin-AS mismatch

VRP

AS64496 · IPv4

/24 · maxLength 24 · 

RTR

TLV envelope · Type TBD
Len 00 16: 00000000 00010110

G/Index 00 01: 00000000 00000001

ADDITIONAL ISSUE NotValidated is also one type of State。
NotFound ≠ NotValidated: no covering VRP vs. validation did not run.
Should BMP also report accidents during validation? 

Overall result  •  flags  •  trigger reason  •  contributing rule count

Validation type  •  per-rule result  •  reason code  •  self-describing 

length

ROA / VRP fields   (could extensible to ASPA, BGPsec, etc)

One possible TLV data model 



Along with Route Monitoring TLV or dedicated message?
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Reporting events

1 Initial RIB dump

2 Route update + validation

3 RPKI dataset change

4
Policy change + 
revalidation

5 Periodic statistics

Decision A: Validation TLV in RM B: Dedicated RPKI_VALIDATION

Route context Native and immediate Repeat or correlate identity

Implementation Reuse RM pipeline New pipeline and parser

State-only 

change
May re-emit RM Natural explicit event

Extensibility Good within BMP v4 TLVs Greater independence

Main risk Duplicate reports and load Correlation and duplicated data



RPKI_IMPACT: what should be monitored here?
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1  WHAT RPKI_IMPACT NEEDS TO EXPLAIN

→What did validation conclude?
Invalid · NotFound · NotValidated

→What did the policy do?
Drop · de-prefer · tag · no action

What changed in routing?
Filtered · non-best · advertisement changed

Same validation result, different impact — Route A: Invalid, LP 200 · Route B: Valid, LP 100

3  CORE QUESTION TO THINK

VALIDATION RESULT POLICY ACTION ROUTING OUTCOME

RPKI_VALIDATION RPKI_IMPACT

2  QUESTIONS FUTURE VERSION SHOULD CLARIFY

DROP A
A filtered · B promoted

DE-PREFER A: 200 → 50
A non-best · B promoted

TAG A ONLY
Selection may not change

1  CAUSALITY 2  ACTUAL vs. COUNTERFACTUAL

When may the router claim RPKI caused the change?
Policy match, action applied, or outcome changed?

3  DIRECT vs. INDUCED 4  MESSAGE CARRIAGE

Report only what happened—or also what would
happen without RPKI?

Report only the affected route—or also the
alternative route promoted?

Dedicated message, RM TLV, or hybrid—especially
when no BGP UPDATE occurs?

What evidence proves that an RPKI-aware policy caused a routing outcome?

Action + outcome only—or also counterfactual and related-route effects?



Next to do: stabilize requirements, then specify the solution
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RPKI_CONFIG

Minimum BMP source summary

vs. YANG-owned RTR detail

Effective post-SLURM dataset identity

RPKI_VALIDATION

State vocabulary across ROV,

ASPA, and future mechanisms

RM TLV vs. dedicated message

DOCUMENT SPLIT

RPKI_IMPACT

Causality and minimum evidence

Direct vs. induced effects

Actual vs. counterfactual outcomes

QUESTIONS FOR THE ROOM

Requirements draft (current): observable semantics, triggers, ordering, and resynchronization

Companion solution draft(new draft to propose): Engineering Implementation of RPKI_VALIDATION, and extend beyond 

RPKI_VALIDATION to RPKI_CONFIG and RPKI_IMPACT 

1  BMP / YANG BOUNDARY

What minimum source summary

must BMP retain?

2  VALIDATION CARRIAGE

RM TLV or a dedicated

message?

3  IMPACT SEMANTICS

What evidence proves an

RPKI-caused outcome?
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