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Project(s)

Model implementation with software and programmable logic for 1Gb Ethernet

RFC2544 benchmark test in python

TG configuration to PCAP and PCAP to TG configuration conversion scripts

Specifications

draft-ietf-bmwg-network-tester-cfg

Repositories

Scripting - YANG/NETCONF benchmark orchestration code

Software - YANG/NETCONF device side code

FPGA -HDL

Hardware - board design

Getting started - walk-through

Wireshark extcap interface for NETCONF netconfdump
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Objectives for the Hackathon
* Cleanup and update of the reference implementations

* Wireshark extcap module for NETCONF for devices
Implementing ietf-traffic-analyzer.yang (NEW)



yangcli vladimir@localhost> xget /interfaces/interface[name='wlp59s0"']
RPC Data Reply 5 for session 2:

rpc-reply {
data {
interfaces {
interface wlp59s0 {

name wlp59s0

type ianaift:ethernetCsmacd
traffic-analyzer {

capture {

state {
statistics {
pkts 143576
octets 52581500
}
testframe-statistics {
pkts 0
sequence-errors 0
latency {
samples 0
min O
max 0
latest 0
}
}
capture {
frames
frame 143576 {
sequence-number 143576
timestamp 2026-07-19T10:52:13.1465532192
size 167
data binary string, length '167': 01005E0000FBBA618FD83B1108004500...
}
frame 143575 {
sequence—-number 143575
timestamp 2026-07-19T10:52:13.1465532197
size 167
data binary string, length '167': 01005EO0000FBBA618FD83B1108004500...

yangcli vladimir@localhost>



2026-07-19T10:13:12.888771231Z
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-a
size=92
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al
data=////////%rQGVyYWCABFAABOYYMAAEARPPQThZN+H4WT /WCIATIKAD

= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-a
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-a
2026-07-19T10:13:12.888771231Z

= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al

size=92
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-a
data=////////%rQGVyYWCABFAABOYYMAAEARPPQThZN+H4WT/wCIAIKAD
captured frame #0
breaking

sending get rpc:
<rpc message-id="181" xmlns="urn:ietf:params:xml:ns:netcol
;lee]"/> </get=</rpc>]1=]1]>

get rpc sent
<?xml version="1.0" encoding="UTF-8"7>
<rpc-reply message-id="101"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
last-modified="2026-07-19T10:10:452"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf-in
<interface>
<name>wlp59s50</name=>
<traffic-analyzer xmlns="urn:ietf:params:xml:ns:ya
<state>
<capture=
<frames=
<frame>
<sequence-number>7975</sequence-number>
<timestamp>2026-07-19T10:13:13.911721203,
<size>153</size>
<data=AQBeAAD7vIrCLk62FCABFAACLSOQAAPBRPZ
BaXIgKDIpwB4AEIAB</data>
</Trame>
<frame=
<sequence-number>7976</sequence-number>
<timestamp>2026-07-19T10:13:13.911721203Z</timestamp>
<size>153</size>
<data=AQBeAAD7vrCLk62FCABFAACL50QAAPBRPZz4ThZRe4AAA+XTPFOKAd+BBEAA
BaXIgKDIpwB4AEIAB</data=
</frame=>
</frames>
</capture>
=</state>
</traffic-analyzer>
</interface>
</interfaces=>
</data>
</rpe-reply>]11>11]

vladimir@!lsi: ~/lsi/code/wireshark-master/extcap

Wireshark - Interface Options: NETCONF remote capture: netconfdump

Server | Authentication | Capture | Debug

Remote NETCONF server address |localhost |[&]
Remote NETCONF server port IBBO I |§\

¥ Save parameter(s) on capture start

| 5%Help || RestoreDefaults | @ Close without Saving || Save H Pstart ]

frames/frame[sequence-number&gt

QgAEbSMVmMZnlleeKAmXMgTWFjQm9vayB

a\/BhZCA00SnAHgAQQAEbSMYMZnl leeKAmXMgTWF jQm3vayB
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vladimir@lsi: ~/lsi/code/wireshark-master/extcap

<name>wlp59s0</name> Capturing from NETCONF remote capture: netconfdump X

<traffic-analyzer xmlns="urn:ietf:params:xml:ns:yal File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

<state=
<capture> m a2 ® X @ ] = @ Q & EH
<frames>
<frame= [ |Applyadisplay‘ filter ... <Ctrl-/> -+
<sequence-number>10919</sequence-number= Time Source Destination Protocol Length Info =
<timestamp>2026-07-19T10:14:05.829426728 24 11.468428 31.133.144.158 224.0.0.251 MDNS 354 Standard query response 8x0088 TXT PTR T
<size»222</size> | 25 12.415794 2804:4e42::347 2001:67c:1232: 144 b.. TCP 86 443 . 38820 [FIN ACK] Seq=1 Ack=1 Win=2
<data>AQBeAAD7MguORtos CABFAADOMUSAAPBR] al : 'b... A3 0 g *MNzpC0zo3NDo5Njo3MTpGNEFycEFEPTM
SMWUXOTY4ZTcO0AxyCEZsPTB4M] AwMDARCNBIT] ImY JNAMTLLM2ImZ] kHel 27 13.415683 TeB0: 1200 50 T Te00, T102: 1 1104; 5ef1 TCHPVG 56 Nelghbur Solicitation Tor 2001:67c: 1232
</frame> 28 13.415683 feB80::200:5eff:fe@d.. ffe2::1:ffe4:5ef1 ICMPvG 86 Neighbor Solicitation for 2801:67c:1232:
<frame=> 29 14.438841 31.133.144.158 224.8.8.251 MDNS 452 Standard query response 9x0000 TXT TXT,
<sequence-number>10920</sequence-number=> 30 14.438841 31.133.144.158 224.0.0.251 MDNS 452 Standard query response 0x8000 TXT TXT,
<timestamp>2026-07-19T10:14:05.829426728. 31 15.361573 31.133.148.99 224.0.0.251 MDNS 184 Standard query response 8x@080@ PTR Citri
<size=222</size> 32 15.361573 31.133.148.99 224.0.0.251 MDNS 184 Standard query response 9x@@0@ PTR Citri
<data=AQBeAAD7MguORtosCABFAADOMUSAAPBR] al 33 16.385582 31.133.148.232 224.0.0.251 MDNS 79 Standard query 0x8885 ANY _matterc._udp. xNzpCQzo3MDoSNjo3MTpGMBFycEFEPTM
SMWUXOTY4ZTc@80AXyCcEZSPTB4Mj AWMDARCNBIT] 1mYjNhMT11M2ImZ] kHel 34 16.385582 31.133.148.232 224.0.60.251 MDNS 79 Standard query 0x@885 ANY _matterc._udp.
</frame> 35 17.450847 2a04:4e42:39::347 2001 67c:1232:144:b.. TCP 86 443 . 45592 [ACK] Seq 1 Ack=1 Win= Z?O Le
</frames> ! - = =5 ! - 22.14s He Ses 2o U] =g
</capture>
</state> =
</traffic-analyzer= 14 ,
</interface> » Frame 1: 493 bytes on wire (3944 bits), 493 bytes capture( ©1 00 5e 60 00 fb 40 cb cO@ e5 48 5a 08 00 45 00 |-
</interfaces> » Ethernet II, Src: Apple_e5:48:5a (40:ch:c@:e5:48:5a), Dst 01 df 58 43 00 00 ff 11 d@ b3 1f 85 90 96 €0 0O
</data= » Internet Protocol Version 4, Src: 31.133.144.150, Dst: 22: 00 fb 14 e9 14 9 81 cb 97 8c 0O 0O 84 0O AO OO
</rpc-reply=]1=]]>Result (2 nodes): » User Datagram Protocol, Src Port: 5353, Dst Port: 5353 @0 02 00 00 00 07 Of 5f 63 6Ff 6d 70 61 6e 69 6f
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al, Multicast Domain Name System (response) 6e 2d 6c 69 6e 6b @4 5f 74 63 78 85 6c 6F 63 61 1
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-ai 6C 00 00 Oc 00 01 @0 O 11 94 0O Gb 08 4b 45 45 1
Result (2 nodes): 50 2d 4f 55 54 c@ Gc 08 4b 45 45 50 2d 4f 55 54 4
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-ai Bc 5F 64 65 76 69 63 65 2d 69 6e 66 6 cd 1c 08
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-ai 10 08 01 00 80 11 94 00 Oe 0d 6d 6T 64 65 6c 3d
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al 4a 31 30 35 61 41 50 c0 32 00 10 80 01 @0 00 11
2026-07-19T10:14:05.8294267287 94 @0 bc @7 72 70 4d 61 63 3d 32 11 72 70 48 4de
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al 3d 32 37 30 37 62 63 36 39 31 64 36 35 B¢ 72 70
size=222 46 6c 3d 30 78 33 36 37 38 32 11 72 70 48 41 3d

32 30 36 39 62 31 36 30 63 31 66 37 0f 72 70 4d

= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-ai
64 3d 41 70 70 6c 65 54 56 36 2c 32 Pa 72 70 56

data=A0BeAAD7MguBRtosCABFAADOMUSAAPBRjadThZ0j4AAA+XTpFOKAVI

Z5PTB4Mj AWMDARCBIT] 1mY i NAMTLUM2ImZj KHCnBNYWMSMApY CFZyPTcx] gg gg g; g; gg g; gi ;; gg 12 #; ;g ig ig g; g§
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al B e S S Thnd
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-ar’
= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-al O‘ #  NETCONF remote capture: netconfdump: <live capture in progress> Packets: 38 _Profile: Default

2026-07-19T10:14:05.8294267282

= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-analyzer:size

size=222

= element node "urn:ietf:params:xml:ns:yang:ietf-traffic-analyzer:data

data=A0BeAAD7MguUORTOSCABFAADOMUSAAPBR]j a0 ThZ0j4AAA+XTPpFOKAVMZOAACEAAAAAAEAAAABEWNSD! CQzo3NDo5Njo3MTpGNBFYCEFEPTMSMWUXOTY4ZTCODAXYCE
ZsPTB4MjAWMDARCNBITj 1mY jNAMTLIM2ImZ j kHCcnBNYWMOMAPY CFZyPTCcXNS4ywAWAL4ABAAARLAAIWAWAI

captured frame #0

pPGNBFycEFEPTMSMWUXOTY4ZTCOOAXYCE
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¢
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breaking
sending get rpc:
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.8"> <get> =filter type="xpath" select="/interfaces/interface[name="wlp59s0']/traffic-analyzer/state/capture/frames/frame[sequence-number&gt

;1e0]" /> </get=</rpc=]]=]]>

]
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[ netconfdump.c
pcapio.c
yang_date_and_time.c

0 yang_date and time.h

README

First operational version

First operational version

First operational version

First operational version

Jul19 12:50 PM

26 minutes ago

26 minutes ago

26 minutes ago

26 minutes ago
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#NETCONF Extcap interface for Wireshark based ietf-traffic-analyzer.yang from draft-ietf-bmwg-network-tester-cfg-17

# Tested on debian trixie

# Connects and receives packets from configured /interfaces/interface/traffic-analyzer/state/capture
git clone https://gitlab.com/wireshark/wireshark.git -b release-4.4

cd wireshark/extcap

git clone https://github.com/vlvassilev/wireshark-extcap-netconf .

autoreconf -i -f

./configure CFLAGS="-g -00" CXXFLAGS="-g -00" --prefix=/usr

make
cp netconfdump ~/.local/lib/wireshark/extcap/

# Start without wireshark

wireshark

# Select "NETCONF remote capture netconfdump"
# Confilgure NETCONF server parameters

# Start without wireshark

gdb --args ./netconfdump --extcap-interface=netconfdump --remote-host localhost --remote-port 830 --remote-username
vladimir --remote-interface wlp59s@ --fifo=fifo.pcap --capture
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Create a new release

Packages

No packages published
Publish your first package

Contributors 1

6 lightside-instruments

Languages

® C978%
@& Makefile 1.0%

M4 1.2%

Suggested workflows
Based on your tech stack

A CMake based, Configure

multi-platform
projects

Build and test a CMake based
project on multiple platforms

SLSA Generic
generator

Configure

((

Generate SLSA3 provenance for
your existing release workflows
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