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Drafts to implement

GSS-API Key Exchange with hybrid ML-KEM
https://datatracker.ietf.orq/doc/draft-kario-gss-kevex-pqgc/

SSH Support of pure ML-DSA
https://datatracker.ietf.org/doc/draft-sfluhrer-ssh-midsa/



https://datatracker.ietf.org/doc/draft-kario-gss-keyex-pqc/
https://datatracker.ietf.org/doc/draft-sfluhrer-ssh-mldsa/

SSH Support of ML-DSA - implementations

OpenSSH downstream:
https://github.com/beldmit/openssh-portable/tree/beldmit-f45-103p1-gsshybrids

libssh: https://aitlab.com/pzacik/libssh-mirror/-/commits/draft-sfluhrer-midsa

AsyncSSH: https://github.com/ronf/asyncssh/tree/mldsa

ogs-openssh: https://github.com/open-qguantum-safe/openssh

CiscoSSH private implementation (not tested)

Container for experiments: https://qithub.com/beldmit/openssh-ietf126-hackathon



https://github.com/beldmit/openssh-portable/tree/beldmit-f45-103p1-gsshybrids
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https://github.com/open-quantum-safe/openssh
https://github.com/beldmit/openssh-ietf126-hackathon

GSS-API Key Exchange with hybrid ML-KEM

Problem: existing GSSAPI methods in SSH use FFC and ECC, Kerberos is only
authenticating the KEX, not providing secret key material

Solution: Combine RFC 8732 with draft-ietf-sshm-mlkem-hybrid-kex-10
In short: swap ECDH to PQ Hybrids

Specification: https://datatracker.ietf.org/doc/draft-kario-gss-keyex-pqc/
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Methodology

ML-DSA draft:

e The testing is done on the wire
e We didn’t try to cover the full matrix
e We tried all types of pure ML-DSA keys for ML-DSA testing

GSSAPI + ML-KEM draft

e We tried several GSS KEX methods: gss-mlkem768nistp256-sha256-,
gss-mlkem1024nistp384-sha384-, gss-mlkem768x25519-sha256-

Compatibility reached to the extent the methods are implemented



Private key format: open question

Not covered by the spec

Public+Private: OQS, patched OpenSSH
Possible options: PKCS#8, seed, expanded key
OpenSSH uses seed as a part of hybrid keys



