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Akamu IETF 126 Hackathon results

Akamu: ACME server
e Interop testing with an upcoming ACME client from Corey Bonnell

o two bugs found and fixed in Akamu
= client polling when ACME order state changes

= certificate linter behavior for certificate requests missing subject DN
e Merkle Tree Certificates support

o Tree timeline visualization added

o Improvements for support of the t-log format

o MTC future discussions with David Benjamin (PLANTS)
o Trust Anchor ID discussions with Bob Beck (OpenSSL)

e Akamu Rust libraries stack:

o Future PQ algorithms support via custom OpenSSL providers with QUBIP Aurora framework (Amit Kumar)

o Updating native-ossl toallow kryptering and thus bergshamra (rust XMLSEC implementation) to have FIPS
support via OpenSSL (Kushal Das)
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Akamu Merkle Tree Certificates timeline visualization
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Post-quantum Kerberos PKINIT

e Draft draft-bokovoy-kitten-pkinit-pgc improvements
o Proactive parameters advertisement
s RFC 4556 defines a gquess-and-retry process

= Costly given ML-DSA signature and ML-KEM encap key/ciphertext size
= Sending list of supported parameters systematically becomes relevant
o CMS digest attribute conformance to RFC 9882

o Downgrade protection policy
= PQ -> Traditional crypto fallback forbidden for PQ client certificates

e MIT Kerberos prototype implementation works end-to-end

e working Wireshark dissector for PQ PKINIT

Both MIT Kerberos prototype implementation and Wireshark dissector can be tested using packages from the
Fedora COPR repo for Fedora 44-45:
copr.fedorainfracloud.org/coprs/jrische/krb5-pqc
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file:///var/home/abokovoy/Documents/talks/2026-IETF126-Hackathon/copr.fedorainfracloud.org/coprs/jrische/krb5-pqc
file:///var/home/abokovoy/Documents/talks/2026-IETF126-Hackathon/copr.fedorainfracloud.org/coprs/jrische/krb5-pqc

KEM-based AS-REQ request from a client to the KDC KEM-based AS-REP response from the KDC to the

PA-DATA pA-PK-AS-REQ
padata-type: pA-PK-AS-REQ (16)
padata-value [..]: 30822a288082290a3082290606092a864886770d010702a08228f
signedAuthPack (id-signedData)
contentType: 1.2.840.113549.1.7.2 (id-signedData)
SignedData
version: v3 (3)
digestAlgorithms: 1 item
encapContentInfo (id-pkauthdata)
certificates: 1 item
signerInfos: 1 item
SignerInfo
version: vi (1)
sid: issuerAndSerialNumber (0)
digestAlgorithm (sha512)
Algorithm Id: 2.16.840.1.101.3.4.2.3 (sha512)
signedAttrs: 2 items
signatureAlgorithm (id-ml-dsa-65)
Algorithm Id: 2.16.840.1.101.3.4.3.18 (id-ml-dsa-65)
BER: Dissector for OID not implemented. Contact Wiresha
signature [..]: 9a4d6705felfT134903478bcb273d2al19a7ce469086
AuthPack
pkAuthenticator
clientPublicValue
supportedCMSTypes: 4 items
supportedkKDFs: 1 item
KDFAlgorithmId
kdf-id: 1.2.840.113549.1.9.16.3.30 (id-alg-hkdf-with-sha512)
trustedCertifiers: 1 item

DATA (kerberos.PA_DATA_element), 10,813 bytes
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client

PA-DATA pA-PK-AS-REP
padata-type: pA-PK-AS-REP (17)
padata-value [..]: a2822834308228308082282c3082282806092a864886T70d010702a0822¢
kemInfo
kemSignedData (id-signedData)
contentType: 1.2.840.113549.1.7.2 (id-signedData)
SignedData
version: v3 (3)
digestAlgorithms: 1 item
DigestAlgorithmIdentifier (sha512)
Algorithm Id: 2.16.840.1.101.3.4.2.3 (sha512)
encapContentInfo (id-pkinit-KEMKeyData)
certificates: 1 item
signerInfos: 1 item
SignerInfo
version: vi (1)
sid: issuerAndSerialNumber (0©)
digestAlgorithm (sha512)
Algorithm Id: 2.16.840.1.101.3.4.2.3 (sha512)
signedAttrs: 2 items
signatureAlgorithm (id-ml-dsa-65)
Algorithm Id: 2.16.840.1.101.3.4.3.18 (id-ml-dsa-65)
BER: Dissector for OID not implemented. Contact Wireshark de
signature [..]: 133d4e8637681f0h9176c6c9cPef235781dd376T106afec
KDCKEMInfo
kemAlgorithm (id-alg-ml-kem-512)
Algorithm Id: 2.16.840.1.101.3.4.4.1 (id-alg-ml-kem-512)
kemct [..]: 3968899c363aadab03d54c0a308c55er18255755d45e285bcf6aba7aecy
kdfAlgorithm (id-alg-hkdf-with-sha512)
Algorithm Id: 1.2.840.113549.1.9.16.3.30 (id-alg-hkdf-with-sha512)
nonce: 814142005

-DATA (kerberos.PA_DATA_element), 10,313 bytes



Size of one of DH MODP group parameters

PA-DATA pA-PK-AS-REQ
padata-type: pA-PK-AS-REQ (16)
padata-value [..]: 308206a2a082069e3082069a300h0609608648016
ephemeralKeyParameters: 8 items
AlgorithmIdentifier (id-alg-ml-kem-1024)
AlgorithmIdentifier (id-alg-ml-kem-768)
AlgorithmIdentifier (id-alg-ml-kem-512)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (dhpublicnumber)
AlgorithmIdentifier (dhpublicnumber)
Algorithm Id: 1.2.840.10046.2.1 (dhpublicnumber)
DomainParameters
p: OXEOFfffffffffffffffc90fdaa22168c234c4c6628b80(
g: 2
q: OX7Fffffffffffffffe487ed5110b4611a62633145c06e(

IgorithmIdentifier (pkinit.AlgorithmIdentifier_element), 1,053 bytes
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Supported algorithm advertisement as a part of
PREAUTH_REQUIRED error response

Kerberos
krb-error
pvno: 5
msg-type: Kkrb-error (30)
stime: Jul 18, 2026 18:04:54.000000000 CEST
susec: 906884
error-code: eRR-PREAUTH-REQUIRED (25)
crealm: MIT.TEST
cname
realm: MIT.TEST
sname
e-text: NEEDED_PREAUTH
e-data [..]: 30820814300aa10402020088a20204003023a1030
PA-DATA pA-FX-FAST
PA-DATA pA-ETYPE-INFO2
PA-DATA pA-PK-AS-REQ
padata-type: pA-PK-AS-REQ (16)
padata-value [..]: 308206a2a082069e3082069a300t
ephemeralKeyParameters: 8 items
AlgorithmIdentifier (id-alg-ml-kem-1024)
AlgorithmIdentifier (id-alg-ml-kem-768)
AlgorithmIdentifier (id-alg-ml-kem-512)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (id-ecPublicKey)
AlgorithmIdentifier (dhpublicnumber)
AlgorithmIdentifier (dhpublicnumber)

& Kerberos (kerberos), 2,222 bytes



Akamu

e new ACME server and client with MTC support
Future ACME endpoint for FreelPA and Dogtag PKI

Developed as a part of the QARC research project funded by EU Commission
o based on synta and native-ossl Rust libraries:

o https://crates.io/crates/synta

o https://crates.io/crates/native-ossl
https://akamu.dev/doc/
https://codeberg.org/freeipa/akamu

Can be tested with COPR abbra/synta for Fedora 43-45
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https://crates.io/crates/synta
https://crates.io/crates/synta
https://crates.io/crates/native-ossl
https://crates.io/crates/native-ossl
https://akamu.dev/doc/
https://akamu.dev/doc/
https://codeberg.org/freeipa/akamu
https://codeberg.org/freeipa/akamu

Synta

Documentation: https://akamu.dev/synta/doc/
https://crates.io/crates/synta
https://codeberg.org/abbra/synta

New ASN.1and x.509 infrastructure library written in Rust

e uses native-ossl and NSS as crypto backends

ASN.1 parsing

x.509 parsing

x.509 verification

Merkle Tree Certificates infrastructure

e Kerberos protocol parsing
e Python bindings
Can be tested with COPR abbra/synta for Fedora 43-45
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