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IETF Hackathon – Applying YANG Provenance Signatures

Prov·e·nance | ˈprävən(ə)ns |
• More specifically, data provenance

– Information describing the origin of a piece of data and, when available, the history of transformations or 
transfers it has undergone

• Assurance of the origin and integrity of YANG datasets at the time of signing

– Whenever the dataset is used beyond an original online flow

• Use of data intermediaries, such as data lakes

• AI/ML training and validation

• Audit trails, including forensic evidence

• Initial use cases

– Device configuration integrity

– Telemetry and monitoring data source and integrity

– Network-wide service orchestration assurance

• Procedures defined in draft-ietf-opsawg-yang-provenance
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What We Brought
• Following the previous IETF123 to IETF125 Hackathon demos:

1. End-to-end workflow in a Kafka message broker: data 
ingestion, processing, and Signer/Verifier modules 

2. Support for COSE countersignatures (-06 draft version)
• Enables multiple entities to independently endorse the same signed 

YANG data. 

• Preserves the original signature while allowing additional trust 
assertions.

• Validation of a selected signature by kid, or all of them
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Kafka Integration Details
1. The producer sends data to a topic

2. The first consumer signs with a COSE_Sign1 structure the 

given YANG data and encloses it according to the provenance 

YANG module augmentation (retrieved from the YANG Kafka 

schema registry - optional) and forwards it to the 

signed_messages topic.

3. A second consumer retrieves these signed messages from the 

said topic and adds a COSE countersignature to the structure 

and encloses it again in the same leaf. This is sent to a new 

topic to simulate processing workflow

4. The verifier module consumes from signed+CS_messages, 

and now the messages received can be verified for integrity by 

validating the original signature, the countersignature, or both of 

them. 

This allows tracing that the data content was not altered along 

the transmission path, provided all the signatures are verified
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What We Achieved Here
• Demonstrated RI evolution, aligned with the latest draft updates

• Demonstrated evolution within a Kafka integration of the updated library

• Presented a complete workflow using COSE countersignatures to sign the same content at 
different points, and to validate the original signature, a specific countersignature or all of 
them

– Enables end-to-end traceability of content integrity 

• Continued progress towards convergence with YANG Push, through collaboration in the 
Hackathon project “YANG-Push with COSE Provenance”→ proper telemetry simulation 
and collector. Use cases from YANG modules from green framework, IVY, etc.

• Identified new use cases during Hackathon; e.g., Agent workload attestation in “Tyche’s 
AEP: conformant RATS appraisal of AI-agent action evidence”
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