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Hackathon Plan

Focus on KEM-based Authentication for EDHOC
draft-ietf-lake-authkem-edhoc-00

e Benchmarks and Comparisons of different post-quantum (PQ) authentication
methods for EDHOC, focusing on the PQ signature-based authentication
Method 0 (draft-ietf-lake-pgsuites) vs KEM-based authentication Method 5
(draft-ietf-lake-authkem-edhoc).

e Evaluate suitability for constrained loT devices:

e Total PQ EDHOC transaction time per case (method 0 vs method 5)
e Emulated and real (on board) measurements
e Network behavior under packet loss conditions
e |oT device memory footprint
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https://datatracker.ietf.org/doc/draft-ietf-lake-authkem-edhoc/

Benchmarks —Results
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| ACK_TIMEOUT | 2 seconds |
| ACK_RANDOM_FACTOR | 1.5 |
| MAX_RETRANSMIT | 4 |
| NSTART | 1 |
| DEFAULT_LEISURE | 5 seconds |
| PROBING_RATE | 1 byte/second |
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CoaP Block-wise transfer
Block size =1024

OpenThread over
IEEE802.15.4 with encryption

Linux based processing
PQ ciphersuit cost minimal
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Benchmarks —Results
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What we learned

e Both PQ EDHOC Auth methods (method 0 and method 5) fully functional on
ARM Cortex M4 devices

e KEM based Authentication (method 5) with MLKEM:

e Significantly faster in Point to Point Real devices, (PQ cipher non-negligible
cost)

e Similar transaction time (simulated network) under same packet loss
conditions with smallest packet size NIST standardized Digital signature
(FALCON)

e Significantly faster transaction time (simulated network focused) under
same packet loss conditions with MLDSA
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Wrap Up

Team members: KEM-based Authentication for EDHOC
https://datatracker.ietf.org/doc/draft-

Lidia Pocero Fraile (pocero@isi.gr) ietf-lake-authkem-edhoc/

Panagiotis Alexandropoulos Source Code:

(alexandropoulos.p@athenarc.gr)

https://github. com/LPFralle/PQ-
Apostolos Fournaris (fournaris@isi.gr) EDHOC

Christos Koulamas (koulamas@isi.gr)
Evangelos Haleplidis (haleplidis@isi.gr)

This work has received funding from the European Union’s Horizon Europe project
MEDIATE and Horizon Europe research and innovation programme CoEvolution under
grant agreement and No 101168465 and No 101168560 respectively

) =56m

IETF Hackathon - Benchmarking different post-quantum (PQ) authentication methods for EDHOC 6



mailto:pocero@isi.gr
mailto:alexandropoulos.p@athenarc.gr
mailto:fournaris@isi.gr
mailto:koulamas@isi.gr
mailto:haleplidis@isi.gr
https://datatracker.ietf.org/doc/draft-ietf-lake-authkem-edhoc/
https://github.com/LPFraile/PQ-EDHOC

