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Hackathon Plan

• CoAP-EAP recently standardized as RFC 9820. Goals:

- Provide extra support to the standard.

- Show a demo of the open-source & standard-compliant 
implementation developed.

- Show EAP-EDHOC in IoT scenarios.
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Hackathon Plan
- Demo conducted in a specific IoT scenario using nRF52840-DK as the constrained device.
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What got done
• Key results:

- The first proof-of-concept CoAP-EAP implementation to be deployed and evaluated in 
an IoT testbed.

- EAP-EDHOC and EAP-PSK as the EAP methods used.

- Code available at https://github.com/ivalvare11/c-coap-eap.git.

- Wireshark dissector for CoAP-EAP now accepted (coming in the next release).

- Stable and reliable results to be published in a paper.
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What we learned

• Lessons learned from this hackathon:

- Incorporation of SCHC based on existing research into future work.

- CoAP-EAP can be used to generate cryptographic material to 
subsequently establish OSCORE security contexts and run an 
EDHOC-PSK negotiation.
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Wrap Up
Team members:

Francisco López Gómez

Iván Álvarez Belotto

Rafael Marín López

Gabriel López Millán

First timers @ IETF/Hackathon:

 Iván Álvarez Belotto
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Email at us:

francisco.lopezg@um.es

i.alvarezbelotto@um.es

rafa@um.es

gabilm@um.es
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What got done
• Within the context of the deployed IoT scenario, CoAP proves to be a lightweight transport 
protocol for EAP.

CoAP overhead remains constant independent of the EAP methods.
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What got done
• Time results:

Improved performance of the constrained device using CC-310 hardware accelerator.
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