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DRIP Functional Architecture with DNS resolution
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All DNS data is cryptographically signed
and validated using DNSSEC.




DET Delegation as specified in RFC 9886

Full DET (128-bit HHIT)
2001:0030 | 3ff8 | 0402 | 73c6 | 581c:ccde:3998

2001:0030 3ff8 0402 73c6 581c:ccde:3998
prefix - 28 bit HDA - 14 bit Registrant 64-bit ORCHID hash

Full FQDN (reverse DNS)
8.9.9.3.e.d.c.c.c.1.8.5.6.¢.3.7.2.0.4.0.8.7.7.3.0.3.0.0.1.0.0.2. ip6.arpa.

l

6.c.3.7.||2.0.4.0. [8.f.f.3

RAA 14 bit

8.9.9.3.e.d.c.c.c.1.8.5. .|/0.3.0.0.1.0.0.2.ip6.arpa.

Apex (IANA)
30.010.0.2p6.arpa.

National registry
RAA-8££3.

Local registry
HDA2.0.4.0.
Registrant
6ca7.

DET (drone entity)
8.9.93edcccl8s.



Experimental Setup




Contributions

Observer Code - Mobile App

RFC 9374 conformance replaced
incorrect cSHAKE customisation string
"HHIT" with the 16-byte Context ID,
fixing DET derivation across all three
components.

DNSSEC chain repaired inserted DS
records at every delegation point
(ORCHID — RAA — HDA), enabling full
chain-of-trust validation for the first time.

Real DNSSEC validation replaced stub
resolver with ValidatingResolver
(dnsjava 3.6.0) anchored on lab trust
anchors; forged responses now return
SERVFAIL.

Aggregated trust verdict new Trusted
/ Partial / Unverified card combining
both verification paths (broadcast Link +
DNS registry).

Drone Transmitter (nRF52840)

HDA endorsement replaced self-signed

Link with a true hierarchical endorsement

(RFC 9575): the HDA signs the drone’s
DET + public key, anchoring identity in
the trust hierarchy.

AUTH reassembly bounded
attacker-controlled indices and lengths in
combineAuthentication are now
clamped; malformed BLE frames can no
longer crash the observer.

HHIT Suite ID corrected (RFC 9374)
DET was advertising Suite 2
(ECDSA/SHA-384) instead of Suite 5
(EdDSA /cSHAKE128); mismatch
detected by audit, fixed in the DNS
provisioning script and new DET
regenerated.



Drone as viewed from the observer App
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DRIP Observer App - without DNSSEC Validation
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Confiance

v.22026:07-19 09:41:02.802
MAC CEFAOD:4A:D7:65
Dernre ois 00:00 ago
Distance ~1031416 m

Rssi -41 dBm, BT4
Déouté 00:28 ago
Msg4 102 ms

Identité de base 1
Tywe None Typead Specific_Session_ID

1DUAS 0:200100303775040; ceeoeasss

Identité de base 2
Type None

Typedid None
Duss

Position

Latiute 48.6248000

Aliudepres. 150.0 m Atitude géod. 150.0 m
Diection 180 deg st Airborne

Vitesseorl 10.50 m/s itesse vert. 1.00 m/s
Hautewr 50,0 m et e Takeoff

Précis'hori <10 m Précis'vet <10 m

Longiude 2.4449000

Précis'baro. <10 m

Précistviesse < 10 /s
ps<=0.1s

Horodatage 00:30

Auto-identification
opératon DRIP CASSIOPEE Type Text
Opérateur

Typeposit TakeOff Atine 35.0 m

attue 48.6251000  Longinude 2.4422000

N de zones 1 Rayon zone 0 m
Plafond zone
Classfcation EU

Plancher zone —

Horadatage 2026-07-19 09:39:31
catégoie EU_Specific  classe Undeclared

D Opératet

ur 24
10 Opérsteur GBR-OP-ABCD12345678

Typecin 0




DRIP Observer App

002901 - e Bonwn

Confiance

TRUSTED

Broadcast HDA endorsement and DNSSEC regisiry agree.

Lien V220260719 09:42:07.915
Rssi 40 dBm, BT4 Ac CEFAOD:4ADT:65

Déouts 00:11 ago Dernibe o

g8 212 ms Disance ~1031415 m

Identité de base 1
e None PRt Sosclon I
IDUAS G001 00303FF50A

Identité de base 2
Type None Tiped> None

Position
Lt 48.6248000 ongtuce 24449000
At ores. 150.0m Atitudogéod 150.0 m
Drectin 180 deg suta Aitborne
Viessehor. 10.50 m/s viessever. 1,00 m/s
Ve 50.0 m e ot Takeoff
e <10 m P e <10 m
prcit bars. < 10 m P tesse < 10 /s
prac-temps <= 0.1 5 vorotaage 00:30

Auto-identification
opéraion DRIP CASSIOPEE e Text

Opérateur
Tyoepost” TakeOff e 35.0 m
Lattude 48.6251000  Losaude 2.4422000
Nodezones 1 om
rsons one Plancer zone
Clsstcaton EU
agote EU_Specific G Undeclared

1D Opérateur
iDopérsteur GBR-OP-ABCD12345678 TypedD

Trust verdict & drone telemetry
Left: TRUSTED HDA endorsement  Right: DNSSEC Valid + Public key matches the DET

With DNSSEC Validation

0942 9 E L » & @ownen

Autoidentification
péuson DRIP CASSIOPEE

Upelaveur

Plancher zo%e

Clssifcation EU Horodatage 2026-07-19 09:41:48.
casgore EU_Specific classe Undeclared

1D Opérateus
oot GEROPABCD12345678 o> 0

DNS Data
ouner AeroTech Robotics Ltd
Model ATX-Quad-400
seralNumber SN-FR-2025-000123
saws active
FDN 51fr2025000123.driplab.example.
onssec Valid
DETHes Public key matches the DET

DRIP Manifest
Message Count
MessageTypes —

DRIP Wrapper
Message Count —

Message Types

DRIP Link
F505 70 4E B5 44 F8 6119 OF 2D BE DA C9 BA
Pubickey B3 F3 20 D5 E3 87 26 B3 F51C 22 08 51 32 0E

Authentification 76
e Specific_Authentication  Lorsiew 137 bytes
Horodatage 2026-07-18 15:55:16.0
0144 D8 30 O 54 E9 FC 20 2001 00 30 3F
40209 5 £ CocaceFag

DNS data, DNSSEC validation & DRIP Link



