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DRIP Functional Architecture with DNS resolution
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DET Delegation as specified in RFC 9886
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Experimental Setup
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Contributions
Observer Code - Mobile App
RFC 9374 conformance replaced
incorrect cSHAKE customisation string
"HHIT" with the 16-byte Context ID,
fixing DET derivation across all three
components.

DNSSEC chain repaired inserted DS
records at every delegation point
(ORCHID → RAA → HDA), enabling full
chain-of-trust validation for the first time.

Real DNSSEC validation replaced stub
resolver with ValidatingResolver
(dnsjava 3.6.0) anchored on lab trust
anchors; forged responses now return
SERVFAIL.

Aggregated trust verdict new Trusted
/ Partial / Unverified card combining
both verification paths (broadcast Link +
DNS registry).

Drone Transmitter (nRF52840)
HDA endorsement replaced self-signed
Link with a true hierarchical endorsement
(RFC 9575): the HDA signs the drone’s
DET + public key, anchoring identity in
the trust hierarchy.

AUTH reassembly bounded
attacker-controlled indices and lengths in
combineAuthentication are now
clamped; malformed BLE frames can no
longer crash the observer.

HHIT Suite ID corrected (RFC 9374)
DET was advertising Suite 2
(ECDSA/SHA-384) instead of Suite 5
(EdDSA/cSHAKE128); mismatch
detected by audit, fixed in the DNS
provisioning script and new DET
regenerated.
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Drone as viewed from the observer App
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DRIP Observer App - without DNSSEC Validation
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DRIP Observer App With DNSSEC Validation

Trust verdict & drone telemetry DNS data, DNSSEC validation & DRIP Link
Left: TRUSTED HDA endorsement Right: DNSSEC Valid + Public key matches the DET

9 / 9


