
SRv6 Redundancy SID in eBPF/XDP - tcpdump like filtering

Ferenc Fejes

ferenc.fejes at ericsson.com

IETF 126 Hackathon
2026.07.19.



What is SRv6 Redundancy SID?

░░░░░░░░░░░░
░data░░X░░Y░
░░░░░░░░░░░░

                     ╭────╮       ╭────╮                 
╭───┤ X  ├───────┤ Y  ├───╮

░░░░░░ │   ╰────╯       ╰────╯   │ ░░░░░░
░data░ │ │ ░data░
░░░░░░ │ │ ░░░░░░

┌──────┐   ╭─────┴───╮                  ╭──┴──╮   ┌─────┐
│talker├───┤H.Encap.R│                  │End.R├───┤rcver│
└──────┘   ╰─────┬───╯ ░░░░░░░░░░░░░░░  ╰──┬──╯   └─────┘

│ ░data░░A░░B░░C░ │
│ ░░░░░░░░░░░░░░░ │

               ╭─┴──╮       ╭────╮      ╭──┴─╮           
               │ A  ├───────┤ B  ├──────┤ C  │           
               ╰────╯       ╰────╯      ╰────╯           

R.SID extend SRv6 with per-packet redundancy protection. See 
draft-ietf-spring-sr-redundancy-protection and 
draft-ietf-detnet-srv6-svc-protection for details.



XDP implementation

   •  Open-source: https://github.com/EricssonResearch/xdpfrer
   •  XDP part: stream identification, R.SID encapsulation and    
      decapsulation, sequence numbering                           
   •  Linux SRv6 part: encapsulate with segment lists of disjoint 
      paths based on R.SID locator                                

Limiation: only IPv6 flow-label supported at stream identification

Hackathon project: implement tcpdump filter based flow
identification



Implementation

⡤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⢤
⡇eBPF/XDP ⢸
⡇ ⢸

┌─────────────────┐     ⡇  ┌─────────┐  ⢸
│     tcpdump     │     ⡇  │  cBPF   │  ⢸
│filter expression│   ┌────▶         │  ⢸
└────────┬────────┘   │ ⡇  └────┬────┘  ⢸
         │            │ ⡇       │       ⢸
         │            │ ⡇       ▼       ⢸
  pcap_compile()      │ ⡇ run_cbpf(pkt) ⢸
         │            │ ⡇ ⢸
         └────────────┘ ⠧⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠤⠼

pcap_compile() from libpcap used to compile tcpdump filter string
into classic BPF bytecode. Then ingress packet XDP hook execute
this cBPF bytecode with an interpreter written in eBPF (few
shotted with Claude Opus 4.8, costed ~150 credits)



Result, links

PR with hackathon work: 
https://github.com/EricssonResearch/xdpfrer/pull/4

SRv6 for Redundancy Protection: 
https://datatracker.ietf.org/doc/draft-ietf-spring-sr-redundancy-p
rotection/

Deterministic Networking SRv6 Data Plane for Service Protection: 
https://datatracker.ietf.org/doc/draft-ietf-detnet-srv6-svc-protec
tion/


