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Hackathon Plan

» Using ascon-c — https://github.com/dmochkas/ascon-c
* Integrate Ascon AEAD for CBOR Object Signing and Encryption (COSE) encryption in
3 modes:
- Ascon-AEAD128 with 128-bit tag
- Ascon-AEAD128-64 with 64-bit tag
- Ascon-AEAD128-32 with 32-bit tag
 Ascon Hash for COSE MAC and Key Derivation operations:
- HMAC + Ascon-Hash256
- HKDF (HMAC-based Extract-and-Expand Key Derivation Function) w/ HMAC + Ascon-Hash256

* Contributing to 3 open-source libraries:

- libcose — https://github.com/bergzand/libcose
- COSE-C — https://github.com/cose-wg/COSE-C
- uoscore-uedhoc — https://github.com/eriptic/uoscore-uedhoc/

Draft: https://datatracker.ietf.org/doc/draft-ochkas-cose-ascon
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Benefits

 Ascon is the NIST-standardized lightweight cryptographic suite.
» Single permutation function for Ascon-AEAD128 and Ascon-Hash256.

« Ascon-AEAD128 with 32-bit tag can be used in extremely constrained loT
(underwater, non-terrestrial, LPWAN).

* Low computational overhead.
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Results

e Fork & Pull Request to 1ibcose (https://github.com/bergzand/libcose/pull/132):
Ascon-AEAD128 w/ 128-bit, 64-bit, and 32-bit tags
HMAC w/ Ascon-Hash256 (HMAC-Ascon)
HKDF w/ HMAC-Ascon
e Fork & Pull Request to COSE-C (https://github.com/cose-wg/COSE-C/pull/142):
Ascon-AEAD128 w/ 128-bit, 64-bit, and 32-bit tags
X HMAC-Ascon
X HKDF w/ HMAC-Ascon
e Forkof uoscore-uedhoc (https://github.com/dmochkas/uoscore-uedhoc):
Ascon-AEAD128 w/ 128-bit, 64-bit, and 32-bit tags
HMAC-Ascon
HKDF w/ HMAC-Ascon
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Conclusions

* Enhanced existing COSE implementations with Ascon.

* Contributed to open-source libraries.

* The libraries can be integrated to ensure significant overhead
reduction in constrained systemes.

* Use the libs to generate examples of the draft.

IETF Hackathon - Implementing Ascon Lightweight Cryptographic Suite over COSE



Thank Youl

Team members:

e Dmytro Ochkas
(dmytro.ochkas@imt-atlantique.fr)

® Lucas Reis Oliver
(lucas.reis-oliver@imt-atlantique.fr)

Visit the draft presentation:
cose — 2026-07-23 16:30 - 18:30

Links:
[1]https://datatracker.ietf.org/doc/draft-ochkas-cos

e-ascon/

[2] https://github.com/dmochkas/ascon-c

[3] https://github.com/dmochkas/libcose

[4] https://qgithub.com/dmochkas/COSE-C

[5] https://github.com/dmochkas/uoscore-uedhoc
[6] NIST SP 800-232

[7] REC 9052

[8] REC 9053

[9] REC 8613

IETF Hackathon - Implementing Ascon Lightweight Cryptographic Suite over COSE



mailto:dmytro.ochkas@imt-atlantique.fr
mailto:lucas.reis-oliver@imt-atlantique.fr
https://datatracker.ietf.org/doc/draft-ochkas-cose-ascon/
https://datatracker.ietf.org/doc/draft-ochkas-cose-ascon/
https://github.com/dmochkas/ascon-c
https://github.com/dmochkas/libcose
https://github.com/dmochkas/COSE-C
https://github.com/dmochkas/uoscore-uedhoc
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-232.pdf
https://datatracker.ietf.org/doc/rfc9052/
https://datatracker.ietf.org/doc/rfc9053/
https://datatracker.ietf.org/doc/rfc8613/

