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• IOAM: Collect telemetry data from nodes across a network path
• IOAM datastructure added as extensions to IPv6 packets carrying production traffic
• Other transport mappings exists
• Limitations: data records grow as more nodes are traversed, postprocessing often required involving 

overhead 

• IOAM Aggregation Traces 
• Aggregate data during packet traversal: min, max, sum, average* 

• Assess path carbon metrics (sustainable networking) 
• Identify bottle necks and outliers (performance diagnosis), aggregate packet dwell times (SLM), … 

• Alternatives: IOAM Aggregation Trace Option, Template Option + Aggregation Template, GoB
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This hackathon

• When we get an aggregate, how do we know which nodes were actually traversed?
• Possibly of interest in case of very dynamic environments and small flows

• Could be handled using separate IOAM options
• 2 IOAM Data Structures: 

Aggregation Trace or Template Option, combined with IOAM Preallocated Trace Option
• Possible issues: implementation limitations, path congruency of successive packets

• This hackathon: add a new IOAM option: Trace+Template Option
• Forced us to scrutinize and optimize also existing option format definitions in the course
• Outcomes: 

• Improve Template Option - Template Data Length redundant because implied by Template Type
(and IOAM Option specifies overall IOAM data length)

• Flags and Comparator Functions combined into one octet (2 4-bit fields) instead of two
• Resulting savings allow us to introduce support for sub-template extensions (e.g. different aggregator 

subtypes for different use cases), larger data parameter ID space when needed 2

Compare Trace Option Alternatives and extend existing PoCs for that purpose
Combine Aggregation Trace with Path Trace to record traversed nodes



Template plus Trace Option
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0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   |        Namespace - ID           | NodeLen   | Flags | RemainingLen |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   |               IOAM Trace - Type                 | TmplID : Agg   |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   |          IOAM Data Param                      | AggTp  |  Flags|
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   |                           Aggregate                           |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   |                Auxil - data Node - Id             |  Hop Count    |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +< - +
   |                                                               |  |
   |                        node data list [0]                     |  |
   |                                                               |  |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +  D
   |                                                               |  a
   |                        node data list [1]                     |  t
   |                                                               |  a
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +
   ~                             ...                               ~  S
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +  p
   |                                                               |  a
   |                        node data list [n - 1]                   |  c
   |                                                               |  e
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +  |
   |                                                               |  |
   |                        node data list [n]                     |  |
   |                                                               |  |
   +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- + - +- +- +- +- +- +- +< - +

T+T Option saves 8 octets overhead per packet 
versus alternative of having separate 
IOAM template and IOAM preallocated trace options 



Template Option Updates 
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0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +
|        Namespace - ID           |  TmplID : Agg  |      FEP      |
+- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +
|          IOAM Data Param                      | AggF   |  Flags|
+- +- +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +
|                           Aggregate                           |
+- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +- + - +- +- +- +- + - + - +
|                Auxil - data Node - Id             |  Hop Count    |
+--------------------------------------------------------------- +

Updated Aggregation Template

0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   + - + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +
   |        Namespace - ID           |  Template - ID  | Template - Aux  |
   + - + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +
   |                                                               |
   ~       Template - Data depending on the Template - ID value        ~
   |                                                               |
   + - + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +- + - + - + - +- +- + - +- +

Updated Template Option (general)



PoC overview
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More information

6IETF 126 Hackathon

• IOAM Aggregation Trace Option: 
https://datatracker.ietf.org/doc/draft-cxx-ippm-ioamaggr/
Defines aggregation trace concept, very compact encoding / low overhead

• IOAM Template Option: 
https://datatracker.ietf.org/doc/draft-mbci-ippm-ioam-template-option/
Reference templates to define fixed-size IOAM data structure 
Can accommodate use cases beyond aggregation

• IOAM Global Opaque Block: 
https://datatracker.ietf.org/doc/draft-mayer-ioam-gob/
Trade transport overhead & compactness against flexibility

• PoC: Sustainability Path Metrics (P4, BMv2, mininet, reporting stack)
https://github.com/INSRapperswil/green-path-optimizer 

• PoC: Linux kernel with IOAM GOB support (IOAM option that trades compactness 
against flex lengths and flexibility)

https://github.com/netgroup/ioam-gob-kernel-playground 
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