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Hackathon Plan

* The problem we work on is -- how to identify, detect and report
incidents [1] and SLA assurance issues [2] in optical networks

 Incident: An undesired Occurrence (e.g., unexpected service interruption,
degradation of the quality of a network service) resulted from one or
more Problems

 [1] draft-ietf-nmop-network-incident-yang

* Issue: A network condition that, if not addressed in time, may lead to SLA
violations of services and incidents

* [2] draft-yu-ccamp-sla-assurance-optical-yang

* Our solution is a multi-agent framework that uses agentic Al and
knowledge graphs



What got done: An initial framework putting pieces

together

* Agents are used to identify, locate, analyze,
and report issues and incidents. Throughout
this process, the agents employ cognitive
reaso ning to correlate information and infer
root causes.

 Knowledge graphs are constructed from
multiple network data sources, including TE
topology, services, inventory, and alarms.
They provide a unified ontology to assist the
reasoning performed by the Agents.

* The issues and incidents are reported using
their YANG models.
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What got done(2): Sample lab testing result
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Fig 1. Lab testbed: 6 optical NE mesh, 8 fibre links /
540 km, 36 inline EDFAs (18 per direction, shown)

along thev spans.

Alarm storm at NE C — port FIU.line_from_ A2, no loss-of-light: root cause?

operator—rcopilot
copilot—diag_agent
diag — abduction

diag — ontology KG
diag — pp=@C (modal)
diag — analogy

copilot—operator

“what is the root cause?”

route (AgentTool)

rool alarm = IN_PWE_LOW @ C (no LOS)

instrument for a fibre cause @ C? = ppedC

locate = span_0MS1_AC (A—C), optical

nearest = fiber_atten_high, sim 0.96 (> 0.70 v')
verily? = confirmed = saved to incident DB

Fig 2. Sample cognitive reasoning of the RCA of a fiber
attenuation high incident

COPILOT

{

YOU

please report incident 580 in ietf incident

YANG model json format

"incident-info": {

b
}

"incident_id": "580",
"name": "OTS @ NE ne:B",
"domain": "optical”,
"category”: "device",
"priority": "major",
"network_status": "raised",
"probable causes": [
{
"cause": "OTS_LOS",
"confidence": 1.9,
"detail”: "Root alarm alarn
"evidence_refs": ["alarm:5¢
}
1,

"resolved_time": null,
"resolved_by": null,
"description": "Incident 580 —
"tags": []

4 G >

Fig 3. screen shot of copilot chatbox reporting
incident in YANG model format



Wrap Up

Team members:

Henry Yu (hyu2010b@gmail.com)
Yanxia Tan
(tanyx11@chinaunicom.cn)

This is the initial phase of the

project, and a lot more need to be
done.

Feedback and collaborations are
welcome
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