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Hackathon Plan

<What problem were you working on?>

v’ Lightweight long-term validation for JWS (LTV-JWS)
» Archiving (extend the period, renewal of cryptographic algorithm) for JWS
» Trusted Time (RFC 3161 Timestamp token) for JWS.
<What drafts/RFC’s were involved?>

v’ draft-miyachi-Itv-jws-00, RFC 7515 (JWS), RFC 3161 (Time-Stamp)

<Specific problems to solve>

v’ Verify Signature Base (SIG-B), Signature Timestamp (SIG-T), and
referenced content including JWS file and detect tampering

<How you planned to solve it?>

v’ Use a Java verifier and test vectors
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What got done

<What you achieved? (key results)>

v Successfully validated Signature Base (SIG-B), Signature Timestamp (SIG-T), and
referenced-content verification using the Java implementation, including
detection of tampering with signed data, timestamps, and referenced content.

<New code - links to github>
v' Java verifier and test vectors
v’ https://github.com/miyachi/draft-miyachi-ltv-jws/tree/main/implementation

<New inter-op testing?>

v" No independent implementation was available; interoperability testing remains
future work.

<Feedback received>

v Discussed LTV-JWS with a contributor working on the OAuth Token Status List

specification.
[ETF Hackathon - LTV-JWS


https://github.com/miyachi/draft-miyachi-ltv-jws/tree/main/implementation

What we learned

<Lessons learned from this hackathon>

v" The planned Signature Base (SIG-B), Signature Timestamp (SIG-T), and
referenced-content validation flows could be implemented based on the
current draft.

v" Negative test vectors were useful for confirming tampering detection.

v" No blocking issues were found in the draft or verifier during the planned
tests.

<New Feedback to take to the WG>

v’ Interest in LTV-JWS was received from a contributor working on the
OAuth Token Status List specification.

v" An independent implementation and further review are needed for
interoperability testing.
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Wrap Up

Team members:
Naoto Miyachi (miyachi@langedge.jp)
Tadahiko Ito (tadahi-ito@secom.co.jp)

First timer @ IETF/Hackathon:
Naoto Miyachi

Draft:
https://datatracker.ietf.org/doc/draft-

miyachi-ltv-jws/

Code and Hackathon instructions:
https://github.com/miyachi/draft-miyachi-

ltv-jws/tree/main/implementation

Feedback:
https://github.com/miyachi/draft-miyachi-

ltv-jws/issues
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