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Al attacRs are outpacing defenders

Problem: Al models such as Claude Mythos can automate cyberattacks at

machine speed, leaving defenders less time to detect, respond, and patch.

The connect-first model is broken for the Al era:

» Services are exposed before users are authenticated

 Visibility enables scanning, probing, and attack

e The Internet becomes a “dark forest,” where visibility creates
vulnerability (The Three-Body Problem)

A new model: authenticate before connect

e NHP: Network-infrastructure Hiding Protocol

e OSI Layer 5 cryptography verifies and authorizes the requester before
connection

» Protected resources stay hidden until access is approved

Hackathon goal: Test whether NHP reduces the pre-authentication attack
surface.
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https://www.anthropic.com/claude/mythos

What we are testing

OpenNHP is the open-source reference implementation of the NHP protocol.

Project links: OpenNHP website - GitHub - IETF 126 Hackathon wiki - NHP
Internet-Draft

Default-deny visibility

» An unauthenticated scan should not discover the protected service
« A malformed or forged knock should not create an access path

Authentication and freshness

» Replayed or stale requests should be rejected
« Avalid requester should reach only the authorized resource

Access lifecycle

e The temporary path should close after its configured TTL
» Revocation should restore the deny-all state predictably
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https://opennhp.org/
https://github.com/OpenNHP/opennhp
https://wiki.ietf.org/en/meeting/126/hackathon#opennhp-network-infrastructure-hiding-protocol-nhp
https://datatracker.ietf.org/doc/html/draft-opennhp-ztcpp-nhp
https://datatracker.ietf.org/doc/html/draft-opennhp-ztcpp-nhp

ow OpenNHP grants access

— — @ 0
3RD PARTY
NHP SERVICE AUTHORIZATION
L]
= Query
-
R
NHP-Server Service Provider
R Authorize Policy & Idantity
® o Open
Confirm B
RESOURCE REQUESTOR 0""“" * RESOURCE PROVIDER
) ACK o
b
NHP-Agent NHP-AC
Client | SDK Access Control
CONTROL
PLAMNE
DATA
PLANE
o-ncccss = @ Allow Access —_—> .| a
< 2
User €4 Deny Access = —mmmm- 6 ..... = ] :

Protected Resource

AP f Server | Gate

4/8

IETF Hackathon - OpenNHP



What got done

A live OpenNHP demo is now available: https://opennhp.org/demo/

« Experience the effect of NHP's authenticate-before-connect model
« Compare access before and after authentication
» Test the protected service—and try to break it

A complete workflow video is available on the same page.

The recording shows the full journey: the protected service is invisible by
default, then becomes accessible only after successful authentication.
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https://opennhp.org/demo/

See OpenNHP in action

Video available at: https://opennhp.org/demo/
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https://opennhp.org/demo/

What we learned

@ 0penNHP Results

Network-infrastructure Hiding Protocol

Can You Break It? e Before authentication: no service

Help Review the Protocol Before It Becomes an Internet Standard. eXp osure

e After authentication: temporary

access for authorized users only
®  Security testing: no successful

% f protocol break so far

T @

" . Conclusion: OpenNHP worked as

Nothing is Visible Before Authentication e Xp e Ct e d
.

WHY NHP? WHAT WE WANT FROM YOU
:%o Al scans the Internet 24/7, @ Review the protocol
o discoverring and exploiting 8
R vulnerabilies faster @ Attack the design
than humans can react. 0 Find weaknesses

NHP changes one assumption: o Question assumptions

Before Authentication:

@ Nothing is Visible. &
ﬁ After Authentication: If you break it
Only Authorized Resources Exst. please tell us.
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o Suggest improvements
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Wrap up

Team members: Project links:
« Benfeng Chen — Champion » Website and demo
e OpenNHP community » Source code
o Internet-Draft
Sponsors:
Notes and contacts:
v LayerV.ai e support@opennhp.org
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https://layerv.ai/
https://opennhp.org/
https://github.com/OpenNHP/opennhp
https://datatracker.ietf.org/doc/draft-opennhp-ztcpp-nhp/

