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Rocca-S
• Design

– Sponge-based construction

– 256-bit key and 256-bit tag

• Security (in nonce respecting setting)

– Classical setting: 256-bit security against key-recovery and 192-bit 
security against forgery

– Quantum setting: 128-bit security against key-recovery and forgery

• Internet draft: https://datatracker.ietf.org/doc/draft-nakano-rocca-s/

• Implementations: https://github.com/yt-nakano/

• The paper is presented at ESORICS 2023

https://github.com/yt-nakano/rocca-s
https://github.com/yt-nakano/rocca-s
https://github.com/yt-nakano/rocca-s
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Hackathon Plan

• Use Rocca-S and AES for encrypting high throughput 
communication (100GbE)

• Evaluate the throughput to see if there is any difference
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1. Encrypt data 
with Rocca-S/AES

2. Send to PC B

1. Decrypt with Rocca-S/AES
2. Count decrypted bits/s

CPU: Intel® Core  i9 12900K

RAM: 32 GB
OS: Ubuntu 24.04 LTS
NIC: ConnectX®-5
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What got done
•Rocca-S has no impact on throughput and achieves 93.7 Gbps 

(the same throughput as without encryption)  

•AES-256-GCM can only achieve 29.8 Gbps
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Wrap Up
Team members:

Yuto Nakano

Email: yt-nakano[at]kddi.com

First timers @ IETF/Hackathon:
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• Encryption can be a bottleneck 
of communication

• Rocca-S can handle 100GbE 
with software implementation
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