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What is the draft about?

It describes local, operator-configured priority handling for mixed validation data.

RPKI remains the global signed baseline.

Operators may also use local evidence when making
routing decisions.

Priority and actions are local policy, not hard-coded by source.

RPKI / ROA

signed global authorization

Local data
operator-maintained exceptions

Supplemental data
for example, IRR-derived input
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Priority decides which result is decisive.

1. Check the highest configured level first.

2. Valid or Invalid decides the action at that
level.

3. NotFound continues to the next level.

Example actions: deny, deprefer, tag, log, or
monitor.



Hackathon prototype: three models on OpenBGPD

Built with OpenBGPD, ExaBGP route injection, mock RTR caches, and priority-aware code paths.

Model A Model B Model C
Source-separated tables Three standard RTR sessions One RTR stream with
+and routing policy +Priority-aware merge in experimental priority
OpenBGPD metadata
No RTR change
No router core change RTR unchanged RTR modified
Router modified Router modified
External inputs RPKI / ROA Operator supplement IRR-derived

ExaBGP injected test routes into the OpenBGPD test router.
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Each model changes a different component

The trade-off is deployment disruption versus configuration and protocol support.

Model A Model B Model C
Validation inputs 3 source tables 3 RTR sessions -> merge 1 tagged RTR session
OpenBGPD change configuration / policy priority-aware merge priority metadata parsing
RTR cache / protocol unchanged unchanged experimental tag extension

Model A is the lowest-disruption baseline. Models B and C keep the router configuration compact, but require implementation
changes.
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The live test confirms priority-safe route decisions

ExaBGP injected six BGP routes; all three models produced the same actions.

Test logic
L1 Invalid 2 routes -> denied
L1 NotFound; L2 Invalid 1 route -> localpref 50

L1/L2 NotFound; L3 Invalid 1 route -> audit tag

2 additional routes -> normal policy path

Observed in Model A/ B/ C

6 input routes
4 routes in Loc-RIB

2 routes denied by L1

Higher-priority Invalid cannot be hidden by lower-
priority data.

Same semantics, different deployment footprints.
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Full-ROA scale test: A minimizes change; B/C minimize configuration

250,000 routes | 941,946 ROA VRPs | +500,000 supplemental records (53.1% more inputs)

ROA-only Model A Model B Model C

Router config 448 B 16.61 MB 786 B 632B
Config parse 0.004 s 1.019s 0.004 s 0.004 s
ROV lookup 2.12s 3.34s 2.30s 2.30s
End-to-end 12.00 s 17.50 s 16.36 s 16.41 s

ROV lookup = validation of 250k routes after data load. End-to-end = load + index + validation. Median of 3 offline runs.
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We demonstrated prioritized validation in three deployable forms

1 The same priority-safe decisions worked in Models A, B, and C.

2 Model A uses existing RTR and OpenBGPD behavior as a low-disruption baseline.

3 Models B and C reduce configuration growth, at the cost of router and, for C, protocol changes.

Seeking feedback from RP/router developers and operators on implementation and deployment trade-offs.

Draft: datatracker.ietf.org/doc/draft-zhang-sidrops-prioritized-route-validation/
Code: github.com/joycezhangjia/Validation-with-Prioritized-Resource-Data-demo
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