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What is Secure Hybrid Network Monitoring?

* Monitoring characteristics of networks, esp. on security aspects,
deployed across hybrid and mixed cloud environments

o E.g., geo-locations, operators, link quality, tunnel properties

o See IETF-123 Hackation slides for more details
https://datatracker.ietf.org/meeting/123/materials/slides-123-hackathon-sessd-

secure-hybrid-network-monitoring-ietf123hackathon-00

e Two related Internet-Drafts

o Secure hybrid network monitoring - Problem statement
» https://datatracker.ietf.org/doc/draft-oiwa-secure-hybrid-network/

o Secure Hybrid Network Monitoring - Path Characteristics Service
» https://datatracker.ietf.org/doc/draft-oiwa-path-characteristics-service/

IETF Hackathon - Secure Hybrid Network Monitoring
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Hackathon Plan

 How the Intent Matching Model (latest I-D) can be realized in practice —
updating the IETF 125 demo accordingly

* Apply PCS to real-world network telemetry data, not just synthetic ones
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Hackathon Result

Reference demo updated with updated Intent Matching Model (latest I-D, draft-oiwa-
path-characteristics-service-01) in practice

Intent Matching query language has implemented using CEL (Common Expression
Language by Google et. al.)

PCS implemented with real-world network telemetry data from an ISP
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Hackathon Demo Scenario

* Astatically- (dedicated) routed path via seven separated Autonomous Systems
— Two ASs tunneled by VPN protection, going through different regions (XB/XA)

* Tracerouting does not reveal it, showing only XX regions

{7 Network Path
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 Two sample queries

1 . Tra ns It th ro ug h XX r‘egio ns @ Country XX (XX) @ Country X8 (XB) Country XA (XA)

2. Transit through XX regions, or VPN protected
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Demo Walkthrough: Case 1

Query: For every hop, is it within XX region?
Result: FAILED — 2 hops found in XB/XA; the path leaves the intended territory.

n Secure Hybrid Networking Monitoring -- Path Characteristics Service
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Demo Walkthrough: Case 2

Query: For every hop, is it within XX region or further protected by VPN?
Result: PASSED.

Secure Hybrid Networking Monitoring -- Path Characteristics Service S
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Request for comments / TODO

Design/choice for expression languages

— Matching intent currently expressed by CEL
(Common Expression Language, designed by Google et.al.)

Asking: What kind of expression language available and suitable for
our standardization?

TODO: accesses for more details on VPN/SDN substrates
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Wrap Up

Team members:
— Yutaka Oiwa
* y.oiwa@aist.go.jp
— Satoru Kanno
* kanno@gmo-connect.jp
— Yumi Sakemi

* sakemi-yumi@gmo-
connect.jp

<For more details>
Secure hybrid network monitoring
- Problem statement
https://datatracker.ietf.org/doc/html/draft-
oiwa-secure-hybrid-network-03

Secure Hybrid Network Monitoring

- Path Characteristics Service
https://datatracker.ietf.org/doc/html/draft-
oiwa-path-characteristics-service-01
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