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Hackathon Plan — Background
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Question: How do we realize the TEEP Agent on real TEES?
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Desigh Consideration: Agent Authority

ATEEP Agent must manage other TAs, but whether such authority can be granted depends on the TEE
architecture.
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Intel SGX: Application enclaves cannot manage OP-TEE: A Pseudo TA can provide the TEEP
peer enclaves, preventing Agent-controlled TA Agent with management authority, but

lifecycle management. increases the platform-native TCB.
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First Design: Runtime-Integrated Agent
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Replaced peer-enclave management with
Wasm-based TA managementinside a single
enclave, with the TEEP Agent embedded in
the Wasm runtime.

Approach:

runtime-integrated TEEP Agent logic
Benefit:

no peer-enclave management needed
Cost:

the native runtime TCB grows



Revised Design: Privileged Wasm TEEP Agent

Kept the native runtime as the policy-

[TAM ] enforcing layer and moved the TEEP Agent
3 into a signed privileged Wasm application.
 REE A /TEE h Approach: a signed privileged Wasm

;:::t S } { N } Agent with privileged host functions
Wasm 1a | | Vasmia L wasm A Benefit: TEEP protocol logic becomes
more portable
Cost: runtime, policy, and host functions
~/ remain in the TCB
Limitation: signing and authorization for
non-Agent Wasm applications are left for

future work
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What We Learned

* Agent authority is inherently TEE-dependent.
* Intel SGX enclaves cannot manage peer enclaves.
* OP-TEE PTA enables management functions but enlarges the platform-
native TCB.

* Runtime integration is practical but increases trust
assumptions.

* Embedding Agent logic into the native runtime expands the trusted native
code base.
* Privileged Agent Wasm improves portability.
* TEEP protocol logic can be reused across TEEs.
* Runtime, policy, and host functions remain in the TCB.
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Next Steps and Presentations

* Next Steps
* Port the privileged Agent Wasm architecture to Intel SGX and RISC-V
Keystone.

* Quantitatively compare:
* Native TCB size
* Privileged Wasm code size
* Platform-specific code size
* Host-function attack surface
* Porting effort

* Bind attestation results directly to TAM install/update decisions.

* Presentations
* Demo at the Hackdemo Happy Hour on Monday.
* Insights on TAM and Verifiers at RATS WG on Wednesday.
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