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Motivation

Detailed logging of HEv3 behavior enables operators and developers to diagnose
connection establishment failures and identify network issues that would otherwise
be hidden by the racing algorithm.



HE Data Types

e HEAttemptTarget contains everything needed to schedule an attempt such
as port/address/interfacel/transport as well as
alpn/service name/service prioritylech offered

e HEPolicy contains basically all configuration information, e.g. for timing,
preferences, success/fail conditions, and parallel attempts

®@ HEDNSResult = HEDNSAddressResult / HEDNSServiceResult
o HEDNSAddressResultcontains the address and family
0 HEDNSServiceResultcontains the information form the service record



Logging Events

set config

DNS: dns query startedanddns query finished
nato4 prefix discovered

Candidates: candidate discovered, candidates sorted,
candlidate removed

e Attempts: attempt scheduled, attempt started,
attempt pended, attempt resumed, attempt outcome

e Timers: next attempt timer set, next attempt timer fired,
next attempt timer canceled

e Results: connection selected, connection aborted

e Eventtolog summary metrics



Metrics event

HEMetrics = {
he session id: text
outcome: "success" / "aborted"
total duration ms: uint32
tt first success ms: uint32 ?
first success family: "ipv4" / "ipve" ?
first success transport: "tcp" / "quic" ?
attempts total: uint32
attempts success: uint32
attempts failure: uint32

* $She-metrics—-extension



