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Context

• Route leaks and paths hijacks happen regularly
• BGP has no mechanism for AS path validation
• ASPA does not properly handle complex relationships
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Idea

• The received AS path is cut in segments
• The validating AS sends queries about each segment

(Each AS answers with a status about the path segment and 
a specific prefix)

AS 1

AS 2

AS 3

AS 4

AS 5

AS 6AS 7

[2 1] for 1.1/16?

[7 2 1] for 1.1/16?

[5 7 2]?

[6 5 7]?

1.1/16

AS6 receives path [6 5 7 2 1]
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Idea

• A verification algorithm processes the answers
• ASes need only to maintain local information, queries 

happen through DNS

Details in draft-flechier-sidrops-pava
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https://datatracker.ietf.org/doc/draft-flechier-sidrops-pava/


Let’s talk now!

Presentation at the GROW WG.
I will also be at the other BGP-related WGs.

I need to know if it gathers interest, so come talk to me if this 
gets your attention!
Or send me an email at
maxence.flechier@univ-grenoble-alpes.fr

Contributions to the specifications would be a great help on 
the draft.
Implementations or just comments are welcomed too!
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