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30-second Review on PQC Challenge for DNS

* In the near future, guantum computers are expected to break the RSA
and ECC algorithms used in DNSSEC today

* Many governments and industry participants are targeting 2029 through early
2030s to migrate to PQC solutions to be prepared for such a future

* Standardizing and deploying PQC DNSSEC will take years, so we need
to start working on solutions now

* PQC algorithms have unique challenges for DNS:
* Some algorithms have large keys that exceed DNS over UDP
* Some algorithms have large signatures that exceed DNS over UDP
* Some algorithms take much longer to sign and/or verify than RSA/ECC
* No PQC algorithm behaves like RSA or ECC without one of the above challenges



PQC DNSSEC Strategy Draft

* Draft (draft-sheth-pgc-dnssec-strategy) captures the direction
and momentum from the PQC DNSSEC side meeting at IETF 123:
* Proposed supporting routine performance (no current recommendation)
and resilient fallback options (e.g., ML-DSA, SLH-DSA)

* We as a community want to standardize at least one PQC algorithm from
each category for DNSSEC purposes to meet these objectives

* Cryptographic agility is critical because it enables signers to switch to a
different algorithm if their current one is compromised

* Reducing the impact:

 Can apply techniques like Merkle Tree Ladder, which uses a Merkle tree
structure to amortize the cost of large signatures across the message set
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Key Updates since IETF 124

* Created a new MTL draft specification (draft-kaizer-dnsop-ml-dsa-mtl-
dnssec) for DNSSEC that provides a self-contained document for MTL
with DNSSEC

e Uses ML-DSA

* Provides additional details around EDNS(0) option to tighten when to
return/accept full and condensed signatures

* Describes how MTL reduces overhead for both static and dynamic
signers when multiple RRsets are in the same response
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Intellectual Property

* Verisigh announced a public, royalty-free license to certain
intellectual property related to the Internet-Draft

* IPR declarations 7388-7392 give the official language

https://datatracker.ietf.org/ipr/search/?submit=draft&id=draft-kaizer-dnsop-ml-dsa-mtl-dnssec
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Next Steps for MTL

* Update MTL open-source code to align with latest draft
* Community feedback to enhance MTL specification

* Adoption of draft-kaizer-dnsop-ml-dsa-mtl-dnssec by IETF WG
responsible for PQC DNSSEC

* Support community efforts
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