HotRFC

Who Approved This Request?
— Intent Admission: verifying origin and consent before execution

source: draft-jiang-oauth-intent-admission

The request
Yuning Jiang, Lun Li, Yurong Song, Fei Liu

(what the user actually asked)

NG

Admission Point

(origin; policy; consent)

NG

Executor

(verify, then act)
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Failure case: the request nobody approved Problem

“Refund order #125,
THE USER ASKED at least $5000.” THE AGENT PRESENTS THE EXECUTOR DOES

legit agent malicious agent >  Avalid access token. —

_ Refunds $5,000 to order #125.
scope: payments:write

“Refund order #123,

up to $50.”

WHAT THE EXECUTOR CHECKED WHAT IT PROVED WHAT IT DID NOT PROVE
Authentication the caller’s identity who originated the request
Access token a general scope that this request was approved
PoP / key binding the token holder consent, and the admitted action

Nothing on the wire carries the approved request itself.
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Admit once, verify again

Capture origin and consent where they are still verifiable. Carry the decision to the executor.

INTENT ORIGINATOR

user - app - agent

the request

v

ADMISSION POINT

e verify the request originator
e evaluate policy
e  obtain consent if required

e sign the admission decision

+
+

access token
IAA
+ the request

>

Solution

EXECUTION ENDPOINT

e verify the IAA signature
e validate the access token
e verify action and constraints

e act, or refuse

The Admission Point signs the intent admission assertion (IAA). The agent carries it, and never signs it.
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Not just a bearer token with extra claims Binding

The assertion is only useful if it is worthless once detached. Five bindings do that work.

intent_ref
action

constraint

cnf
aud

exp, Jjti
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] ) The executor re-derives intent_ref from the
digest of the request, as admitted ) -
received request and verifies the requested

operation against the admitted action and

the admitted action and resource )
constraints.

amount, duration, quantity, destination, or other limits
Change the request, presenter, endpoint, action,

the presenter authorised to use it or constraints, and verification fails.

the execution endpoint it is for

lifetime, and a single-use identifier

Change the request, presenter, endpoint, or action, and verification fails.



Implementation: submit an intent with live context Demo

Five scenarios stand in for different originators. The demo does not rely only on the selected story: it also shows live host evidence.

R4 — Trigger-source binding & confirmation - the first gate an agent's request passes through - rules ue-local@l - policy operator-net@2

The requester Tool 1 — the gate The executor What to nOtlce
set the scene erify & decide

« Scenario selects the request context
» Consent is explicit or absent
e * Host evidence is shown before admission

It's you, live on your phone: you just tapped to stream your cloud game in crisp 1080p60 with no stutter. You confirmed it a moment ago. To do

STEP 1 - WHAT IS BEING ASKED

it, it's asking for 45 Mbps over a fast eMBB connection.

The request: You, tapping just now, and you just approved it, now requesting 45 Mbps over a fast eMBB connection.

PICK A SITUATION — the scene above tells the full story FINE-TUNE IT — the scene updates as you change these
Who set this off? — the trigger source
Py Start a cloud game
You tap Play on a cloud-streamed game You, just now (tapped / clicked) v

Did you approve it? — confirmation
Photo backup wakes up

A backup app uploads 8 GB while your phone is pocketed Yes — | just confirmed v

. How much bandwidth? — Mbps
E Overnight OS update

At 3 a.m. the phone fetches a security patch itself 45

) What kind of connection?
‘-] Assistant books a call

Your Al assistant onens a video call on vour hehalf eMBR — fast streamina v

Origin and consent are checked before the request reaches execution.
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Implementation: decide, seal, and re-check Demo

The demo runs the admission checks, signs the result, and then verifies the assertion at the executor.

Admission Point: Execution Endpoint:

origin, policy, consent, then a signed IAA re-verify, then act or refuse
The gate runs these six checks in order — watch them light up: R coee kL)

Take in & seal the request > STEP 3 - THE EXECUTOR ENFORCES
request taken in and sealed — its content can no longer be swapped

AT THE EXECUTOR
Check who triggered it & whether you approved >

L . . The tool / resource server receives the request with the pass attached. It runs nothing without a valid pass. It re-
triggered by You, tapping just now - approval: and you just approved it

checks the pass and obeys the verdict inside — run, run capped, or refuse.
@ Apply the on-device rules >
1 of 5 rules matched:

LOCAL ui-interactive-allow Allew live user-interactive request
&l HAND THE PASS OVER

) Use the pass = hand it over with the request; the executor obeys what it says - Use it again = present the same pass a second time - Forge
@ Apply the remote policy v

checked 2 policy rules — none matched (> expand to see them) it = change the verdict inside, then hand it over.

Policy pulled from the operator's policy service (HTTP + ETag cache). The full set loaded right now: Use the pass p Use it again A Forge it

when source = background app and connection type = URLLC — Deny
e e e e BLOCKED this pass was already used once — replays are rejected 2027:17
when source = delegated agent — Degrade priority 30
epersor el decasted sqents cxppe v RAN pass valid, verdict Allow — the request runs 202716
<10Mbps | | <300s

source: operator-net@2 via HTTP (remote)

REAL HTTP ROUND-TRIP
GET http://127.0.0.1:8743/policy?scope=default
last: 3@4 Not Modified — served from the ETag cache - ETag 17d1b5316844.. - 13.65 ms - fetched 6s ago

THE AUDIT TRAIL

An auditor can replay this decision and prove nothing was swapped — the record seals every input that produced it.

verdict Allow — live user-interactive request

Reach a verdict 4 . N

who triggered it — sealed
Allow — live user-interactive request

your approval — explicit_now

Seal the verdict into a signed pass > rules used — ui-interactive-allow

verdict sealed into a tamper-proof, single-use pass — expires in 30 s the request itself — sealed

Replay is rejected. Editing the verdict breaks the signature. A background high-risk request is denied by policy.
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Thank you

Why this helps

+ Origin and consent are captured where those signals are
still verifiable.

* The assertion is signed, bound to the intent, and protected
against replay or repurposing.

+ The executor can independently verify the admission
decision before any high-impact action.
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Continue the conversation

Feedback: outcomes, host signals, claim names, proof-of-
possession, and what belongs in the assertion.

draft-jiang-oauth-intent-admission

draft-jiang-intent-security

oauth-intent-admission-draft

Direct demo binarieS:W'ndOWS: intent-admission-demo-windows.exe

macOS: intent-admission-demo-macos

Linux: intent-admission-demo-linux

github.com/agent-security-labs/oauth-intent-admission-draft
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