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Who Approved This Request?
— Intent Admission: verifying origin and consent before execution

source: draft-jiang-oauth-intent-admission

Yuning Jiang, Lun Li, Yurong Song, Fei Liu
The request
(what the user actually asked)

↓

Admission Point
(origin; policy; consent)

↓

Executor
(verify, then act)

https://datatracker.ietf.org/doc/draft-jiang-oauth-intent-admission/
https://datatracker.ietf.org/doc/draft-jiang-oauth-intent-admission/


Problem
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Failure case: the request nobody approved

T H E  U S E R  A S K E D

“Refund order #123, 
up to $50.”

T H E  A G E N T  P R E S E N T S

A valid access token. 
scope: payments:write

T H E  E X E C U TO R  D O E S

Refunds $5,000 to order #125.malicious agentlegit agent

W H AT  T H E  E X E C U TO R  C H E C K E D W H AT  I T  P R O V E D W H AT  I T  D I D  N OT  P R O V E

Authentication the caller’s identity who originated the request

Access token a general scope that this request was approved

PoP / key binding the token holder consent, and the admitted action

Nothing on the wire carries the approved request itself.

“Refund order #125, 
at least $5000.”



Solution
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Admit once, verify again
Capture origin and consent where they are still verifiable. Carry the decision to the executor.

INTENT ORIGINATOR

user · app · agent

the request

ADMISSION POINT

• verify the request originator 

• evaluate policy 

• obtain consent if required 

• sign the admission decision

access token 
+ IAA 
+ + the request

EXECUTION ENDPOINT

• verify the IAA signature 

• validate the access token 

• verify action and constraints 

• act, or refuse

The Admission Point signs the intent admission assertion (IAA). The agent carries it, and never signs it.



Binding

3IETF126 - HotRFC - Talk

Not just a bearer token with extra claims
The assertion is only useful if it is worthless once detached. Five bindings do that work.

intent_ref digest of the request, as admitted

action the admitted action and resource 

cnf the presenter authorised to use it

aud the execution endpoint it is for

exp, jti lifetime, and a single-use identifier

The executor re-derives intent_ref from the 
received request and verifies the requested 
operation against the admitted action and 
constraints. 

Change the request, presenter, endpoint, action, 
or constraints, and verification fails.

Change the request, presenter, endpoint, or action, and verification fails.

constraint amount, duration, quantity, destination, or other limits



Demo
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Implementation: submit an intent with live context
Five scenarios stand in for different originators. The demo does not rely only on the selected story: it also shows live host evidence.

What to notice

• Scenario selects the request context
• Consent is explicit or absent
• Host evidence is shown before admission

Origin and consent are checked before the request reaches execution.
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Demo
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Implementation: decide, seal, and re-check
The demo runs the admission checks, signs the result, and then verifies the assertion at the executor.

Admission Point: 
origin, policy, consent, then a signed IAA

Execution Endpoint: 
re-verify, then act or refuse

Replay is rejected. Editing the verdict breaks the signature. A background high-risk request is denied by policy.
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Thank you

Why this helps

• Origin and consent are captured where those signals are 
still verifiable.
• The assertion is signed, bound to the intent, and protected 
against replay or repurposing.
• The executor can independently verify the admission 
decision before any high-impact action.

Continue the conversation
Feedback: outcomes, host signals, claim names, proof-of-
possession, and what belongs in the assertion.
draft-jiang-oauth-intent-admission

draft-jiang-intent-security

oauth-intent-admission-draft

Direct demo binaries:Windows: intent-admission-demo-windows.exe

macOS: intent-admission-demo-macos

Linux: intent-admission-demo-linux
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github.com/agent-security-labs/oauth-intent-admission-draft

https://datatracker.ietf.org/doc/draft-jiang-oauth-intent-admission/
https://datatracker.ietf.org/doc/draft-jiang-oauth-intent-admission/
https://datatracker.ietf.org/doc/draft-jiang-intent-security/
https://datatracker.ietf.org/doc/draft-jiang-intent-security/
https://github.com/agent-security-labs/oauth-intent-admission-draft
https://github.com/agent-security-labs/oauth-intent-admission-draft
https://github.com/agent-security-labs/oauth-intent-admission-draft/raw/main/demo/intent-admission-demo-windows.exe
https://github.com/agent-security-labs/oauth-intent-admission-draft/raw/main/demo/intent-admission-demo-windows.exe
https://github.com/agent-security-labs/oauth-intent-admission-draft/raw/main/demo/intent-admission-demo-macos
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