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1. How does the Internet work? 
2. How is the cloud transforming the 

Internet and its governance 
3. A .NL Case Study 
4. So, what for the IETF/IRTF/HRPC?
5. Mic Queue & A

Talk Outline
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Hello 
World! Dr. Corinne Cath – Article19 / Cambridge

Anthropologist of Internet governance, studying cloud 
computing atm

Day job: Interim Director of Global Team Digital at 
Human Rights @ ARTICLE 19

Wrote PhD on the IETF 

https://corinnecath.com/wp-content/uploads/2021/09/C
athCorinne-Thesis-DphilInformationCommunicationSoci
alSciences.pdf

E: corinne.cath@article19.org

https://corinnecath.com/wp-content/uploads/2021/09/CathCorinne-Thesis-DphilInformationCommunicationSocialSciences.pdf
https://corinnecath.com/wp-content/uploads/2021/09/CathCorinne-Thesis-DphilInformationCommunicationSocialSciences.pdf
https://corinnecath.com/wp-content/uploads/2021/09/CathCorinne-Thesis-DphilInformationCommunicationSocialSciences.pdf
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Core take 
away
Cloud Drift

Internet governance organizations will struggle to fulfill their public interest 
missions once they move core functions to profit-driven hyperscale cloud 
providers. The ‘cloud drift’ they experience leads to institutional changes that 
can permanently erode the technical resilience and institutional 
independence, key to their steward roles 
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The internet is a global network of computers that communicate through standardized 
protocols. Networking allows computers to connect and share resources, enabling activities 

like browsing the web, emailing, streaming media, producing software (!), accessing the 
cloud (!!).

THE INTERNET 
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1. Packet Switching 2. Protocols and Layered Architecture

Packet Switching - The internet breaks data 
into small packets that are routed 
independently through the network, 
potentially taking different paths, before 
being reassembled at their destination. 
This fundamental approach has remained 
unchanged since the early days of 
ARPANET in the late 1960s.

Layered Protocol Architecture - The 
internet operates on a stack of protocols 
(like TCP/IP) that handle different aspects 
of communication independently. This 
layered approach allows development at 
any level without disrupting the entire 
system.

3. Distributed Design 

Distributed Design - The internet was 
intentionally designed without a central point of 
control. This distributed architecture allows the 
network to route around damage or failures, and 
means no single entity owns or controls the 
entire system. This principle has helped the 
internet scale globally while remaining resilient. 
But its under pressure. 

4. The Cloud? 

3. BASICS Is the Internet key to the 
cloud, or is it the other 
way around? 
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https://ia600508.us.archive.org/32/items/eaten-by-the-internet/
MSP_eatenbytheinternet_DIGITAL_LR.pdf

Not So Distributed?

Networking 
in practice

https://ia600508.us.archive.org/32/items/eaten-by-the-internet/MSP_eatenbytheinternet_DIGITAL_LR.pdf
https://ia600508.us.archive.org/32/items/eaten-by-the-internet/MSP_eatenbytheinternet_DIGITAL_LR.pdf
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1. Cloud is 
changing the 
Internet’s topology, 
i.e. its physical and 
logical structure

2. Cloud is changing 
how Internet 
governance 
organizations work?  

Broad DYNAMICS
Interesting for privacy, consolidation etc but also for resilience 
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Dynamic 1.  

The Internet no longer follows the traditional hierarchical topology, 
where traffic between networks at the bottom of the hierarchy (for 
example, user and content provider networks) must traverse the 
hierarchy’s upper tiers to ex-change traffic. 

Now, many of the Internet’s networks establish direct connectivity 
between each other, effectively bypassing the few dozen networks that 
occupy the traditional Internet hierarchy’s apex.

—Todd Arnold https://blog.apnic.net/2020/12/04/unpa
cking-a-flattened-internet/

• Tier 3 and Tier 2 are de-peering from their upstream providers 
and instead connecting directly to big cloud computing 
networks. This means cloud companies are becoming 
chokepoints to internet connectivity, which is counter-intuitive 
to its original design

• This is the result of economic, cultural and political 
considerations—not (just) technology, as it worked just fine, 
sort of. 

topology
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Dynamic 2.    
                         
    

• Various critical (Internet governance) organizations are increasingly reliant on the cloud for their 
functioning, from health care to media to telecommunication companies to Internet governance 
organizations!

• What effects does that have? How should we understand the changes that this increased reliance has, 
especially for resilience and access to information? 

• How is the cloud transforming Internet governance organizations and the industry behind it? What 
happens when the cloud captures your ‘operations’? 

https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek
/projects/programmable-infrastructures-project 

INTERNET GOVERNANCE 

https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
https://www.tudelft.nl/tbm/onze-faculteit/afdelingen/multi-actor-systems/onderzoek/projects/programmable-infrastructures-project
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https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228

https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228
https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228
https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228
https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228
https://www.tandfonline.com/doi/full/10.1080/1369118X.2026.2645879#d1e228
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3. .NL  A WS case Study

• So, various Internet governance organizations 
are increasingly reliant on the cloud for their 
functioning.

• One such organization is key Dutch Internet 
infrastructure provider: Stichting Internet 
Domein Registration (SIDN) that maintains 
the .nl domain name 

• How is it being changed by the cloud and why 
should we care? 

 

https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879

https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879
https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879
https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879
https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879
https://www.tandfonline.com/doi/pdf/10.1080/1369118X.2026.2645879
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The announced 2024 move of .nl to AWS will transform the 
nature of stewardship of the .nl country-code Top Level 
Domain (cc-TLD), shifting from a locally managed public 
resource with government oversight to a black-box service 
(partly) run on a global corporate cloud computing 
behemoth

This became a topic of national debate 

NL moves to AWS steward 
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Some how? 
some who’s? 

https://www.youtube.com/watch?v=uoTMwX_clDs

https://www.youtube.com/watch?v=uoTMwX_clDs
https://www.youtube.com/watch?v=uoTMwX_clDs
https://www.youtube.com/watch?v=uoTMwX_clDs
https://www.youtube.com/watch?v=uoTMwX_clDs
https://www.youtube.com/watch?v=uoTMwX_clDs
https://www.youtube.com/watch?v=uoTMwX_clDs
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NL politics Vs .NL 

https://www.reuters.com/world/europe/dutch-parliament-calls-end-reliance-us-software-
2025-03-18/
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.NL Case Study Overview

In early 2024, the Foundation for Internet 
Domain Registration in the Netherlands 
(SIDN)—which manages the registration 
of .NL domain names— announced plans 
to migrate part of its critical functioning to 
AWS. A rapid shift from their largely in-
house / locally run hardware and software 
for domain registration. 

What happened?
January 2024: Initial announcement by 
SIDN
February 2024: Public concerns raised 
by researchers
January 2025: Dutch government 
reluctantly approved migration with 
oversight mechanisms
March 2025: Parliamentary 
intervention halting the migration
Unanimous vote across political 
spectrum demanding consultation 
between stakeholders (!!)
Now: partial migration, partial EU 
solutions

What was the response?

That the cloud stands in tension with 
public interest work.
How the cloud impacts organizations, 
beyond questions of surveillance, 
“sovereignty” or data privacy. 

By changing them to the core – we don’t 
have tools to regulate / mitigate these 
harms, including for the internet’s 
resilience 

What was missing?



INTERNA
L

Cloud migration fundamentally restructures public institutions from 
within – “Cloud Drift”:  

1. Expertise shifts from technical knowledge to vendor 
management, i.e. SIDN nerds to AWS bots

2. Decision-making priorities align with commercial provider’s 
business models, i.e. what do SIDN clients need, to what does 
AWS need?

3. Organizational culture absorbs commercial values over public 
interest mandates, i.e. make good internet, to make good 
money

 These changes occur regardless of data(center) location or 
applicable jurisdiction

 Turning the internet into someone else’s cloud? 

.NL?HOW DOES AWS.COM CHANGE 
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• Various critical parts of the Internet are increasingly reliant on the cloud for their functioning, from telecommunication 
companies to Internet governance organizations

• Impacts on its foundational principles: 
• No single point of control: Unlike traditional telecommunications networks which had central switching systems, the 

internet has no central authority that directs all traffic or manages the entire network. Instead, it consists of thousands 
of interconnected networks that cooperate through agreed-upon protocols and ‘my network my rules’ principles.  But 
now the cloud undoes that? 

• Resilience through redundancy: The network can continue functioning even if significant parts of it fail. If one path 
between points becomes unavailable, traffic can be automatically rerouted through alternative paths. This was a 
deliberate design choice, originally motivated by Cold War concerns about maintaining communications after potential 
nuclear attacks. But now the cloud undoes that?

• Autonomous administration: Different segments of the internet are independently operated by various organizations 
(ISPs, universities, companies, governments). Each organization manages its own infrastructure while adhering to 
common protocols that enable interconnection. But now the cloud undoes that? 

• Bottom-up governance: Technical standards evolve through collaborative processes involving engineers and 
organizations across the globe, rather than being dictated by a single government or corporation. But now the cloud 
undoes that? 

These findings writ large?
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4. Why does 
this matter to 
IETF /
IRTF / HRPC ?
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Cloud era & the open 
Internet?

The replacement of diverse, locally-managed 
systems with standardized hyperscaler 
solutions creates a more homogeneous 
Internet, contradicting IETF’s commitment to 
openness 

Open Internet? Decentralized ? Fair?

When Internet governance organizations 
become beholden to cloud providers' business 
priorities, the goal of decentralization becomes 
secondary to commercial imperatives—a shift 
that contradicts the IETFs commitment 

When critical Internet infrastructure becomes 
"just another customer" in a vast commercial 
ecosystem, its fairness becomes contingent on 
cloud providers' priorities rather than public 
interest mandates or other values like fairness 
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This transformation is not unique to SIDN. As 
academics at multiple Dutch universities note in 
their open letters that cloud migration is 
transforming universities “from being a source of 
technical innovation and knowledge distribution to 
consumers of services.” 

Similarly, other internet governance organizations as 
well as broader public institutions like hospitals, 
media outlets, government agencies face the same 
risk: that their core missions become secondary to 
the requirements, business models, and priorities of 
their cloud providers

Wider 
implications 
research 
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Core take away (again)
Cloud Drift

Internet governance organizations will struggle to fulfill their public interest 
missions once they move core functions to profit-driven hyperscale cloud 
providers. The ‘cloud drift’ they experience leads to institutional changes that 
can permanently erode the technical resilience and institutional 
independence, key to their steward roles 
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ThankS
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