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From Channel-centric to Data-centric Security
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TCPIIP Architectures - Secure the channel NDN Architecture - Secure the content

TLS | IPsec session /IETF/126/NDN

Signed + Encrypted content

Host A Host B
e Trust is bound to the connection endpoints e Every Data packet is signed at production
e Encryption ends when the session ends e Security properties travel with the data
e A cached copy is no longer protected e Scales better with multicast communication
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Challenges of confidentiality in NDN
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Any router may store and serve a copy, making the
producer lose control of where data lives.

Encrypt the content,

° not the connection.
Producers publish once for many and consumers are not
known at production time. Data is encrypted at
production time and stays
° protected wherever cached.
No end-to-end channel exists over which to negotiate keys AC becomes a key-distribution
(no TLS-style handshake). problem: granting access =
delivering decryption keys,
. and revoking it = withdrawing
Native NDN multicast communication constitues a group- or updating them.

key management problem.
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Name-based Access Control (NAC | NAC-ABE) Masdd
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( )

Access Manager

Defines policies, . . .
generateF:(DK/KEK e Single Point-of-failure

- KDK One access manager / one attribute authority
KEK issues every key = central point of failure and
compromise.

Producer NDN Network Consumer

wraps CK using KEK caches data and
encrypts content public keys

fetches data + keys,

e Costly Period Revocation
decrypt CK + data

Removing one consumer forces re-encryption
of content and redistribution of keys to all

Solved: automated key distribution via naming conventions; others.

NAC-ABE adds policy-based access with CP-ABE ,
e Re-keying cost

The re-keying of the KDK and KEK requires to
change the CK, inducing another
encryption/decryption on all concerned nodes.




What’s the point of Decentralizing?
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Secure decentralized workspace built
over the Named Data Networking stack.

o What my authority goes down?

 Who issues keys for data from a different SINGAPORE

domain/authority?

NDN Testbed: https://play.ndn.today/?testbed=1
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https://play.ndn.today/?testbed=1
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How do we revoke access to cached data?

Immediate Revocation

A

Key updating
Update keys with
public material

Periodic re-keying
Wait for the next
re-keying cycle

Re-Encryption
Re-encrypt and
redistribute

>

Cost on the system

_
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Where do we define confidentiality?
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Every NDN app implements Every NDN app implements Standardize confidentiality
its encryption scheme its encryption scheme in NDN, just like signatures
In each Application In a common Layer In the NDN architecture
Flexibility Interoperability
Repeated effort Still keeps confidentiality ‘optional’ Risk of fixing a single
No interoperability Applications need to share the library encryption scheme for all use-cases
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Decentralized AC Library for NDN Maskde

1 E T F

MK1...MKI MKI...MKr MKr...MKn
| Authority1  Authority i‘“:;,,;{;'l * Open source C++ security library
(B = = | Implementing a decentralized access
= = = | . :
| T e | control for NDN with a cryptographic
I ——— N ——————— - scheme built from scratch
Annouce revocation and share PK : User’s public update
S —— _I /ABE/Revoke/ATTR/v_k : /ABE/Update/ATTR/GID/v_k+1 S _I
" | | | | | G% e |ncludes an immediate revocation
| l Ve | . . . . .
P%( | | (s el | urat.-vie mechanism and an optimization
~-PKn I =< Update 1 . . 1 1
| Producer 1 @ p | Consumer1 | UQ mechanism to ease the distribution
| B PKLPKn NDN Networks 4 1 | P .
| | e @& | of new CK post-revocation
o [qloTF | loTE | 0,
| ) | k . . . .
et | producer2 | Data Streaming )IConsumerZI |iv  The library aim to integrate into
______ I e ate . . .
—— QU Domainisd existing NDN applications and
Encrypted Key Material: . o o o
/DataStream/KeyMaterial/Vk/<ACCESS_POLICY> p rovi d e con f I d entia I Ity




Library’s architecture
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NDN Application
Security Data Data
Administration Producer Consumer
T T T e Modular implementation: Complete
F—————=7 M~ —=79 =7 )
———{ _ Auhorty  —j  Enyptor [  Dearypror | ——— cryptographic scheme, data structures,
communication
System Setup Communication Manager Global Parameter
. , e Exposed API: The library allows nodes
Key Generation Access Policy
— y— to perform one of three roles
Encrypt ABE amin erialization Public Key .
LT | B (Authority, Encryptor, Decryptor)
Decrypt ABE Private Key
| Send l_IL Receive |
Symmetric e —— e e e et ate . . .
operations onci Updat e NDN Stack: The library aim to sit
Cryptographic o Data between the Application and NDN
Functions Structures
layer, allowing encryption and
Security Library decryption of data

NDN/NFD




The goal

e Provide an open source decentraliazed
Attribute-based Encryption library for the
and potential contributors.

e A dedicated cryptographic scheme
implementing decentralized attribute-based
encryption built from scratch.

e Benchmark of the library (To allow other work to
compare to it), using:
o Various hardware configurations
o Various security
configurations/requirements

e Evaluation of the library on a small NDN testbed
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M ABAC-NDN

A MECERHED-Ferhat
B CMakeFiles

BB include/ABAC-MNDM
B sc

B test

" gitattributes

| CMakeLists.txt

README.md

Jetson Nano

https://github.com/MECERHED-Ferhat/ABAC-NDN

Pin

ESP32 Xx86 Machine
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