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Draft 01

• Draft 01 is the “low-hanging fruit” edition.
• The diff is still large.

• The remaining GitHub issue list is now largely (not entirely),
• Issues that need more WG discussion before resolving, and
• Big rocks (example: integration of RFC 7606).

• This presentation is to stimulate discussion of the issues that 
need more WG input.
• Not a review of the work that was committed in 01 (diff and GitHub for 

that, also changelog in the doc).
• Editorial discretion exercised in selecting Issues to highlight. Not 

comprehensive.
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Mode of Work – Proposed @ IETF-124
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Mode of Work - Revised

• We will use GitHub issues to propose work.
• Each issue to be confirmed on the mailing list before the associated PR is 

merged, for non-trivial PRs.
• “Trivial” is anything that’s not a normative change.

• Each PR will correspond to a single issue.
• In the interest of easy review and, if necessary, rollback.

• Any RFC that’s incorporated becomes Obsolete.
• The author list and acknowledgements of the Obsoleted RFC will be 

added to the draft.
• The acknowledgements section will be huge. Doesn’t seem like that’s a 

problem, though.
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Issue #15, RFC4724 (Graceful Restart) 
Update
• Graceful Restart does significant FSM surgery
• Desirable to integrate directly into the base FSM

• This is true for all RFCs that update the FSM!

• Does this imply importing all of RFC 4724 into the base spec?
• Hard to see a clean way to do it otherwise.
• Should we take pains to make it clear that although it’s defined in the 

base spec, it’s optional for a compliant implementation to support it?
• Did I hear someone say “PICS Proforma”?

5



Issue #23, RFC8654 - Extended Message 
Sizes
• RFC 8654 defines BGP messages (other than OPEN) of up to 64k 

in size (instead of 4k).
• Don’t know how widely fielded this is.
• But it’s RECOMMENDED for BGP-LS and indirectly for BGPSec.

• We could continue to leave it as a standalone, with a pointer to it 
from the base spec (a pointer from the place where we say the 
max size is 4,096).

• We could roll it into the base spec. 
• As optional to implement? Or mandatory to implement?
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Issue #53, RFC5082 - TTL Security

• Many of us “know” that RFC 4271 mandates TTL=1. It doesn’t. This 
was always a vendor choice.

• Issue #53 proposes making TTL/Hop Limit of 255 the default on Tx.
• This is easy and seems fine.
• Would be overridable in configuration (of course).

• For discussion: import the rest of GTSM as well? (Policing of 
received TTLs, security posture, etc.)
• It’s not like we could obsolete RFC 5082 since BGP is just one of its 

clients.
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Issue #55, discretionary

• “… this calls into question (a) whether Table 7 is useful and (b) 
whether the concepts of "mandatory" and "discretionary" are 
useful.”

• Answer to that question: no and no.
• Proposal: rewrite to remove these adjectives; requirements for 

presence/absence of each attribute to be described on a case-by-
case basis.
• As they already are! We just kind of ignore the “mandatory” and 

“discretionary” words.
• This also relates to Issue #49 (“RFC 4760 makes the NEXT_HOP attribute 

non-mandatory in some cases”).
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Issue #57, Consider discouraging the use of 
legacy NLRI encoding
• Options for what to do about the legacy encoding:

• Do nothing. Keep the basic structure of the base spec, keep the 1/1 
encoding, provide the minimal set of pointers to 4760 and 2545 for IPv6.

• As above, but with warnings not to use the legacy encoding for 1/1 and 
encouragement to use 4760 instead. (This is what Issue #57 currently 
suggests.)

• Fully integrate 4760 as the encoding the document is written in terms of. 
Keep the legacy encoding as required for backward compatibility but 
discouraged.
• This would help address Issue #49 (“RFC 4760 makes the NEXT_HOP attribute non-

mandatory in some cases”) too.
• Completely eliminate the legacy encoding. 
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Issue #64, tie breakers

• The issue was opened to capture needing to add shortest cluster-
list to the tie-breaker.
• And also, as a placeholder to scrub the document set for any other 

missing tie-breakers.

• Jeff Haas pointed out that “we need a way to consistently talk 
about how tie breaking is augmented in future documents”.
• Sounds good but I’m not sure what to do with this.
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Issue #69, Remove-private?

• Issue proposes that we document procedures for removal of 
private AS.

• Most (all?) implementations have some variant of this.
• We should say something.

• Could be one required mode. 
• Could be the union of every variant in the wild.
• At the very least, it should acknowledge that it’s a thing even if we say, 

“details beyond the scope blah blah blah”.

11



Issue #74, IANA registry for attribute flags

• The issue is seemingly innocuous: “We should have an IANA registry for 
attribute flags. The policy should be Standards Action.”
• Version 01 introduces this registry and also marks bit 4 (which was “neighbor 

complete” in an early draft of RFC 7606) as deprecated.
• No good deed goes unpunished. ☺

• One of the findings of the neighbor-complete “experiment” was that some 
implementations reset the session when they saw that bit set.

• This is a nonconformant behavior but still a big problem!
• Unknown what’s now in the field.

• We could:
• Keep what 01 says (bits 5-7 available for assignment).
• Mark bits 4-7 as unavailable. “It’s too late, these are too toxic to meddle with.”
• Ask researchers to study whether bits 5-7 are toxic or not. (“Do you feel lucky?”)
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Issue #90, No cost can be determined in tie-
break
• Base spec has language in 9.1.2.2 about “if no cost can be determined” when 

doing tie-break:

• What does “this step should be skipped” mean?
• if any of the candidate routes has an indeterminate metric, don't do step (e) at all?
• if while doing step (e) you encounter a route with an indeterminate metric, bail out?

• Neither of these is satisfying
• Most (all?) implementations probably avoid this issue by using a default value, such as 0 

or infinity
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Issue #90… 

• Version 01 replaces it with,
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… Issue #90

• The version 01 text matches the base spec’s pseudo-code:

• … as long as we agree that if the cost can’t be determined then the 
“if” can’t be evaluated and thus, “remove m from consideration” 
won’t be done.

• Let’s make this explicit, though:
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Issue #105, Better advice about the ORIGIN 
attribute
• Issue suggests we should be more precise about how ORIGIN 

should be set (the issue talks about IGP vs. Incomplete). 
• In a related comment, Robert Raszuk suggested SHOULD NOT 

MUST NOT
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Issue #129, AS_PATH Segment Types registry, 
values 0 and 255
• Version 01 introduces a registry for AS_PATH Segment Types.
• In their review, IANA asked if there should be any special marking 

for values 0 and 255.
• Reserved?
• Unassigned?
• Omitted?
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Next Steps

• Job and Yingzhen have contributed PRs: thank you! This is helpful!
• Others are welcome to do similar.

• Let’s use in-person time to continue to discuss open issues.
• I’m around all week.
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