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The BGP Color Extended Community (RFC 9012) carries a 32-bit user-defined value.

• Locally Configured: Designed to express forwarding intent within a single 

administrative domain.

• Evolving Deployments: Technologies now use Color to influence forwarding across 

AS boundaries. 

Motivation & Background

Technology Role of BGP Color AS Boundary Context

SR Policy (RFC 9256)
Selects candidate paths for 

steering.

Headend and endpoint may reside 

in different ASes.

BGP CAR (RFC 9871)
Defines procedures for color-

based routing.

Explicitly routes across AS 

boundaries based on color.

BGP CPR (RFC 9723)
Associates color with IPv6 

prefixes.

Advertised via BGP across 

multiple administrative domains.

A local policy value becomes an inter-domain forwarding input.
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The routing protocol does not provide information to verify where a Color was attached 

or altered.

The Core Gap: Lack of Attribution

This creates a visibility gap in cross-domain routing decisions.

Altered in transit Maps it to local policy

AS A

(Legitimate Origin)

Color = 100

AS B

(Transit)

Color = 200

AS C

(Receiver)

Color = 200

No Color Origin information is carried.

No binding between Color and AS_PATH.

The Color value is implicitly trusted 

as received.
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Because Color is an ordinary path attribute, any entity that originates or forwards a route 

can manipulate it. We consider the following threat actors：

Threat Characterization (Adversaries)

Note on Misconfiguration: Faulty configurations produce the same observable 

effects as malicious behavior. The receiving AS cannot distinguish between the two.

Threat Actor Capability & Motivation

Network Operators
Can attach, change, or strip Color. Motivated to steer traffic onto 

economically advantageous paths, or off compliance paths.

Hackers
Compromise routers or controllers (e.g., SR headends) to act as a rogue 

operator.

Criminals & Nations
Coerce operators or use wiretapping to divert traffic for extortion, 

monitoring, or concealment.
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The attacks of interest violate the integrity or authenticity of the Color value.

Classes of Attacks on BGP Color

Attack Description Consequence

Color Injection
Attaching unauthorized Color 

(False Origination).

Traffic steered onto unintended, bypassed, or 

constrained paths.

Color Recoloring
Transit speaker modifies the 

Color in transit.

Multiplies effect across downstream ASes acting 

on altered intent.

Color Stripping
Removing transitive Color (when 

intended to persist).

Steering downgrade; traffic silently falls back to 

default routing.

Controller Attacks
Compromising management 

systems defining Color mappings.

Appears externally as a deliberate local policy 

decision.

Note: Behavior fully explained by a receiving AS's own local policy (e.g., legitimately 

ignoring a Color) is not classified as an attack.
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To prevent the scope from expanding, we have strictly limited Scope in the draft.

Scope of the Draft

In Scope

• Color integrity and authenticity.

•  Ability of a receiving AS to 

attribute Color to an authorized 

origin.

• Unauthorized injection, recoloring, 

and stripping of cross-domain Color.

Out of Scope

•  Generic BGP prefix hijacking 

(addressed by RPKI/BGPsec).

•  Active wiretapping / session 

attacks(addressed by TCP-AO/IPsec).

•  Defining new protocol mechanisms or

dictating local routing policy.

* Stale/Replay Attacks are currently treated as Injection or Recoloring, as the existing Color EC carries 

no freshness semantics.
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Why existing security practices are insufficient for cross-AS Color:

Residual Vulnerabilities

• Boundary Filtering is in Tension with Transitive Use:

Filtering Extended Communities at eBGP boundaries is effective for local-only Color. However, for SR 

Policy, CAR, and CPR deployments where Color is intended to cross domains, filtering defeats the function 

entirely.

• BGPsec Protects the Path, Not the Attributes:

BGPsec (RFC 8205) ensures AS_PATH integrity but leaves the Color Extended Community exposed to 

transit modification.

• Indistinguishability from Local Policy:

An AS stripping a Color maliciously looks identical to an AS stripping it due to legitimate local configuration.

• Trusted Multi-Domain Deployments:

Even within a contracted confederation, there is no technical means for a receiver to verify origin 

authorization.
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While this draft does not propose a solution, the threat analysis points to two potential 

directions for future work in the IETF:

Scope of the Draft

Binding Mechanism

Bind a Color value to an authorized 

Origin AS. This could be a signed 

object (analogous to RPKI ROAs) or 

an extension to BGPsec covering 

Extended Communities.

Freshness Mechanism

 Associate a validity interval, sequence 

number, or timestamp with a Color value 

to make stale or replayed Color values 

detectable.
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Thank You! 

Questions & Feedback

Comments are welcomed

Please email feedback to

draft-yuan-idr-bgp-color-threats@ietf.org
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