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MASQUE 101

• Set of standards to encapsulate Ethernet frames, IP packets, UDP 
datagrams or TCP data over HTTP/3, HTTP/2 or HTTP/1

• Very efficient over HTTP/3
• Designed to look like normal web traffic
• Survives hostile networks
• Avoids protocol ossification
• Originally designed for privacy proxies, now gaining

momentum in enterprise VPN/ZTNA
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MASQUE Protocol Stacks
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MASQUE Proxies

Client Proxy ServerMASQUE Ethernet/IP/TCP/UDP
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MASQUE Proxies can be routers!
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MASQUE client configuration

• URI template
https://proxy.example.org/.well-known/masque/ip/{target}/{ipproto}/

• ALPN (normally learned from DNS HTTPS/SVCB)
• Tells client which version of HTTP to try

• Authentication mechanism to use (mTLS or some kind of HTTP 
authentication)
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Our proposal
• Extend BGP machinery to support MASQUE proxies as IPSec 

gateway alternative for SD-WAN overlays
• New tunnel types:

• CONNECT-TCP
• CONNECT-UDP
• CONNECT-IP
• CONNECT-ETHERNET

• New Tunnel Encapsulation Attribute Sub-TLVs
• URI Template
• ALPN
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Open Question to BGP experts
• BGP already have a sub-TLV for gateway IP (“Tunnel Egress 

Endpoint”). Should we allow it for those who don’t want DNS 
lookups?
• We already specify ALPN
• Hostname in URI template is still useful to validate certificate and set 

:authority



BGP Signaling – MASQUE – IETF126 9

• Questions?
• Suggestions?
• Comments?
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