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Focus of Changes – Just let defaults work

• User Order [1-n]  required by some applications 

• Other Applications – just want defaults to work 
• Filter types (TLVs) are just groupings of Filters 

• Two approaches: Simple order and Frame/Packet order

• Partial Deployments allowed 

• Actions in Extended Communities (per IETF-125) 

FSv2 IP basic-06 - Jeff Haas and Susan Hares 2



Topics 

• Changes since IETF-125 

• draft-ietf-idr-fsv2-ip-basic-07 Proposal 

• IP Basic Filter Family Components  

• Partial Deployments 

• Actions 

• Validation Rules 
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draft-ietf-idr-fsv2-ip-basic-06 proposes

Draft-ietf-idr-fsv2-ip-basic-07 

1. Use frame order for filter 
family types

2. Use Frame order for 
components

3. Actions use Extended 
Community

IETF-125 proposal 

Component ordering (Same)

Different 

Same 

Order: User order, then Filter types, then Components
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+-------------------------+
| NLRI Length             |
| (2 octets)              |
+-------------------------+
| Dependent Filters Chain |
| (4 octets)              |
+-------------------------+
| User Order              |
| (4 octets)              |
+-------------------------+
| FSv2 Filter Family TLVs |
| (variable)              |
+-------------------------+

Change to header of FSV2

 Dependent Filters Chain and User Order are 
extracted from TLV list and are common to 
all TLVs for this NLRI.

 Moved Dependent Filters Chain to the 
front.

 Shortened Dependent Filters Chain to 
four octets.

 This is still a list of Filter (renamed Filter 
Family) TLVs.
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Filter Family TLVs

+-----------------------------+
| FSv2 Filter Family Type     |
| (2 octets)                  |
+-----------------------------+
| FSv2 Filter Family Length   |
| (2 octets)                  |
+-----------------------------+
| FSv2 Filter Components TLVs |
| (variable)                  |
+-----------------------------+

 This list contains related filters, typically 
at a given network layer of the traffic, but 
perhaps at a “semantic” layer.

 We want the default sort order of these 
to be lower-layers to higher layers.
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Change to component type – 4 bits of flag 

+------------------------------+
| FSv2 Filter Component Flags  |
| (4 bits)                     |   
+------------------------------+
| FSv2 Filter Component Type   |
| (16 bits)                    |   
+------------------------------+
| FSv2 Filter Component Length |
| (2 octets)                   |   
+------------------------------+
| FSv2 Filter Component Value  |
| (variable)                   |   
+------------------------------+

 Borrowed four bits of Component Type 
for a new Flags field (see next slide)

 The default sort order should be to go 
from more important to less important 
components for the Filter Family.
 For IP Basic, the use case from RFC 

8955 is DDoS mitigation.
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Filter Component Flags

0   1   2   3      

+---+---+---+---+      
| O | R | R | R |      
+---+---+---+---+

O – Optional 

R – Reserved 

 Optional flag signals that a component, if it 
can’t be installed, can be safely ignored for the 
filter term covered by the NLRI.
 The default (zero) is “mandatory”

 When a mandatory component can’t be installed, 
the entire filter term for the flow specification is 
NOT installed.
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Dependencies 

Dependency  Filter Chain (DFC) is a number (4 octets) 

• If DFC is a zero (0), then no consideration is given for 
dependencies

• If DFC is non-zero (n), then FSv2 Filters that share the dependency 
number share fate   

• If a filter with DFC value (n) is invalid, then all filters with DFC 
value of n are invalid. 
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DSCP Example 

rule 1.  match dst=10.1.1.1/8 tcp port=25 then dscp=AF1 and permit

rule 2.  match dst=10.0.0.0/8 tcp port=25 then drop

If the router firewall cannot install rule 1, then all packets are 
dropped. 

If rule 1 and rule 2 have a dependency number (10), then if rule 1 is 
invalid – both rule 1 and rule 2 are ignored. 
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Filter Family ordering 

• FSv2 implementations MUST pass valid filter Family TLVs even if 
the implementation does not understand them.

• All Filter Family TLVs within the FSv2 NLRI MUST be ordered in a 
strictly increasing fashion.  

• FSv2 filter types and FSv2 filter-type-specific component types for 
a given component MUST NOT occur more than once.
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Filter Families 
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0 – Reserved
20 – Time
30 – Interface
50 – L2 traffic rules 
100 – MPLS traffic rules 
150 – SFC Traffic Rules 
200 – Tunneled traffic
256 – IP Basic Filter Rules 
280 – Extended IP filter Rules 

320 – CATs filter rules  

NLRIs are still AFI/SAFI 
Drafts can propose new filter families 
including: 
AFI/SAFIs that carry 
Components valid for filter family

Example of Extensions 
Extended IP Filter Family 
Passed in AFI/SAFI – 1/1 
Could define filter list with IPv4/IPv6 
destinations in one component with filter 
lists  



IP Basic Components   
Component  ID 

110  - Destination Port

120 – Source Port 

130 – ICMPv4 / ICMPv6 Type 

140 – ICMPv4/ICMPv6 Code 

150 – TCP Flags

160 - Packet Length

170 – DSCP 

180 - Fragment 

190  - Flow label 

200  – Packet Content  

Component ID  

0 – Reserved

10 – Some parts of SRHv6 

20 – NRP ID SRv6 

30 – CS ID (IPv4/IPv6)  

40 – Bitwise Destination (IPv4/IPv6) 

50 – Destination QP  

60 – IP Destination Prefix 

70 – Bitwise Source  (IPv4/IPv6) 

80 – IP Source Prefix 

90 – IPv4 Protocol 

IPv6 Upper Protocol 

100 – Port   
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Component  ID 

210  - Class ID 

220 – DIP AS  

230 – SIP AS 

240 – DIP-COM 

250 – SIP-COM 

4095 – reserved 

Assignments for Existing 
WG and Proposed Drafts 



Component/Filter Family Numbering

• The goal is to leave space to add new components or filter families 
at a later date and have them able to be inserted in the natural sort 
order.

• This last round renumbered by 10 (which those old enough to 
remember BASIC that required line numbers may find familiar) to 
add some space.

• As can be seen on previous slide, it’s already a little crowded.  The 
code point space, so we may renumber one further time for future-
proofing.
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Partial Deployment 

FSv2 

FSv2 FSv2 

RR
• Reason 1:  Only a portion of nodes 

(white) support FSv2 filter type
• RR and other BGP only check 

syntax and not meaning. 
• Reason 2: During upgrades only a 

portion of nodes know about new 
filter  type. 
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Actions proposed in FSv1 or FS 
Types of Actions  

• Further constraint of matches 
– Grouping 

• Apply Traffic shaping 

• Change IP packet 

• Redirect 

• Flag traffic for sampling 

• Terminate 

• If FS (v1 or V2) Filters have 
multiple actions of a single 
type of action, then problems 
can occur in Extended 
Communities 

• If FSv2 actions are passed in 
BGP Community Container, 
then order and dependencies 
can be indicated.  
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Failures of FS-EC action 

3 options 

1. Stop processing 

2. Continue process 

3. Decide between 1 and 2

Unknown actions 

Example: 3 actions

1. Set DSCP 

2. Request sampling 

3. Redirect to VRF 

If router cannot set DSCP,

Option 1: No further action 

Option 2: Request sampling 

Option 3: Something else 
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Minimal FSv2 (Same as IETF-125) 

Minimal FSv2 Compliant: 

• 1 AFI/SAFI NLRI pair + FSv2 Extended Communities 

• IP Basic Filter Family 

• Extended Communities for actions 

FSv2 IP basic-06 - Jeff Haas and Susan Hares 18



Validation 

• FSv2 NLRI - Syntactic and semantic checks 

• Validate FSv2 route properties 

• Validate FSv2 Route actions 
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FSv2 NLRI Checks 

• Length > 20  

• 1 non-empty FSv2 Filter Family 

• 1 possibly-empty – FSv2 Filter component 

• All TLVs and sub-TLVs are wholly contained within their parent. 

Failure mode: Session reset!
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Syntax limits 

• Multiple Filter Family TLVs with distinct types (value x) per NLRI –
ordered ascending 

• Multiple Filter Family Component TLVs with distinct types per Filter 
Family TLV –ordered ascending 

• If understood by implementation, length and TLV values must be well-
formed. (Discussion: What if they’re not understood?!) 

• Sort order 
1. Filter family type 
2. Component Type 
3. Component Values  

Failure mode: Treat-as-withdraw
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BGP Route Validation 

Validate FSv2 NLRI using Unicast Routes 

• Best match unicast or 

• AS path is empty or just AS-Confed statement 

Failure mode: Flow specification is not valid for traffic filtering and 
is not installed.
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Next Steps 
Filter drafts: 
WG drafts – revise and republish
Individual drafts – adoption starts in August 

Extended Community actions: 
WG drafts for FS – (v1 and v2) – revise with in-group comparison 
Individual drafts – Add in-group section + adoption 

Community container actions 
Jeff, Sue + other work on Community Container 
Adoption of drafts in fall 
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Questions? 
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