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Problem: No Prefix-Set Aggregation in Flowspec

• PE1 steers traffic to N prefixes behind PE2 — all share ONE pre-deployed low-latency path 

• RFC 8955: one dest-prefix per rule, no set-matching → N rules for N prefixes

• N = thousands in production → TCAM exhausted

                   +---------+
                   | BGP FS  |
                   | Server  |
                   +--/------+
                     /
               +----+ +---+  Path1-default path
              /   +---+ P +-----+
             /    |   +---+     |
         +----+   |             |   +----+Prefix 21
         +PE1 +---+             +---+PE2 |Prefix 22
         +----+   |   +-+-+     |   +----+...
                  +---+ P +-----+
                      +---+  Path2-low-latency
                        |
                        |           +----+Prefix 31
                        +-----------+PE3 |Prefix 32
                                    +----+...



Solution: ClassID

• ClassID: a 2-octet, locally-significant identifier stored in the forwarding table

• Route-Policy maps BGP attributes → ClassID via local policy:

  IP prefix / standard community / large community / ext-community / AS-path / color

• Flowspec rule matches: ClassID → redirect action

• All prefixes mapped to same ClassID = ONE rule

• Rule count: O(N prefixes) → O(PE-domains)

In Figure 1: Prefix 21, 22, 23... all mapped to ClassID X → single rule on PE1 redirects to SRv6 Policy(PE2).

                        |Input:
                        |filter = destip + ClassID
                        |Action = redirect
                        V
                   +----------+
                   |Controller|
                   +----------+
                        |BGP FS:
                        |NLRI
                        |Filter: ClassID
                        |Action=redirect
                        V
                   +----------+
                   |Device    |
                   +----------+
                        Route-Policy: (IP prefix,Color, Community, ...)
                                      Remark ClassID
                        Flow-Spec: ClassID->redirect



Why ClassID vs. a Community-Specific Component?

• Attribute-agnostic: one mechanism covers community, AS-path, color, ext-community

  – No new component type per attribute; no registry bloat

• Locally controlled: aggregation reflects local topology, not global community semantics

  – Operator defines grouping; no dependency on upstream route-policy

• Community matching is a special case of ClassID (mapping source = community)

https://datatracker.ietf.org/doc/draft-wu-idr-flowspec-dip-community-filter/
https://datatracker.ietf.org/doc/draft-wu-idr-flowspec-sip-community-filter/



Encoding & IANA

• New Sub-TLV in FSv2 IP Basic TLV (Type TBD)

• Value: [numeric_op, 2-octet ClassID]+ ; supports eq / lt / gt

• Unknown Sub-TLV → discard NLRI, continue parsing (graceful degradation)

• IANA: request code point in "FSv2 IP Basic TLV Components" registry

• Security: no new issues beyond RFC 8955; ClassID is local-significant, no cross-domain trust



Summary

• Flowspec lacks prefix-set aggregation → rule explosion for traffic steering

• ClassID: generic, attribute-agnostic, locally-controlled aggregation identifier

• Reduces rules from O(prefixes) to O(PE-domains)

Seeking WG discussion and input on adoption.


