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Introduction
•Two new informational ICMP message

• ICMP Query Request
• ICMP Query Response

•Generic
• ICMP Query Request can request any information
• ICMP Query Response can provide the requested 

information
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Syntax
•Both new messages include an ICMP 
Extension Structure

•The ICMP Extension Structure contains one 
or more ICMP Extension Objects

•A new ICMP Extension Object will be 
defined for each piece of information 
exchanged
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Extensible

•Need to exchange a new piece of 
information?

•Define a new ICMP Extension Object !
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Currently Defined Objects
•Query Pre-Request Object

• Appears in the ICMP Query Request message
• Contains a list of ICMP Extension Object identifiers
• Asks which of these objects the queried node supports

•Query Pre-Response Object
• Appears in the ICMP Query Response message
• Contains a list of ICMP Extension Object identifiers
• Indicates which objects the queried node supports

•Pad
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Operational Consideration
• ICMP is appropriate for the transport of some, 
but not all information
• ICMP transport consideration
• ICMP security consideration
•Content considerations

•Just because you can, doesn’t mean that you 
should….
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Security Considerations
•Amplification attacks

• Request message must be as long as response

• Authentication
• ICMP messages are easily spoofed

• Access control
• Keep private information private
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Ask

•Attend the discussion ICMP operational and 
security consideration in the OPS Area Open 
meeting

•Read the document
•Comment on the mailing list
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