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ILNP addressing architecture: transport state

A = |P address

fixed for a node
P = port number

At X:
<TCP: Py, Py, <IP: Ay, Ay>>

At Y:
<TCP: Py, Py, <IP: Ay, Ay>>
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| = Node Identifier (NID)

stable for a single flow
L = Locator (L64)

mutable for a single flow
P = port number
ﬁ= dynamic binding

At X:
<TCP:Py, Py, Iy, ly>H<IP: Ly, Ly>
At Y:
<TCP: Py, Py, Iy, Lol<IP: Ly, Ly>
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ILNP addressing with the IPv6 address space

IPv6 (RFC8200(S)) — general IPv6 global address format:

| 3 | 45 bits | 16 bits | 64 bits |
|001|global routing prefix| subnet ID | Interface Identifier (IID) |
\ J | J
| |
IPv6 address (routing) prefix. Same syntax, different semantics.
( | | \
ILNP (RFC6741(E)) — Identifier Locator Vector (I-LV):

| 64 bits | 64 bits |
| Locator (L64) | Node Identifier (NID) |

Same syntax and semantics as These bits only examined and

IPv6 address (routing) prefix, acted upon by end systems.

so IPv6 core routers work as today.
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NID and L64 values in IPv6 packet header

View from an IPv6 router
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View from an ILNP end-system
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ILNP Nonce : IPv6 Destination Option

ILNP Destination Option (RFC6744(E)):

0 1 2 3
01234567890123456789012345678901
s S T o aa T S S s o o R IR SR o

| Next Header | Hdr Ext Len | Option Type | Option Length |
e e S e e S L oo Ao Ao Ko Ao R s et S
/ Nonce Value /

e T s T T S s s S S e s 2

IPv6 Destination Option Type = 139 / 0x8b

1. Identifies this packet as an ILNP packet.
2. Gives some protection against certain “off-path” attacks.
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ILNP Locator Update (LU)

ICMPv6 Locator Update Message (RFC6743(E)):
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Changes proposed to ILNP

* All changes based on implementation experience (Linux and FreeBSD),
plus testing in labs and at IETF Hackathons over many years.

e draft-bhatti-ilnp-preference:
* How to use Preference values with (multiple) L64 and NID values.

e draft-bhatti-ilnp-textual-representations:
* Format for text/written values of L64, NID, I-LV.

* draft-bhatti-ilnp-nonce:
 Clarification on use of nonce header: it should appear in every ILNP packet.

e draft-bhatti-ilnp-ip6-apps:
* Allow IPv6 apps to gain some ILNP benefits via DNS and getaddrinfo(3).
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. saleem — ssh h1l.usta.ip4 — 96x56 [« NON ] saleem — ssh ilnp@c1.local.ip4 — 96x56

[saleem@hl:~/ietf126 $ sudo ./h1l_multipath_tcp.sh | UE. [ilnp@cl:~/ietf126 $ sudo ./cl_multipath_tcp.sh
mkdir 20260718-181813 sudo getaddrinfo -t stream hl.usta.ilnp.net
sudo tcpdump -i igb2 -s 256 -w 20260718-181813/20260718-181813_multipath_tcp.pcap "ipé or icmpé" stream ineté tcp 2001:630:35:1 :abcd @
& sudo iperf3 -1 14088 -b 4M -t 60 -i 2 -c hl.usta.ilnp.net &
tcpdump: listening on igb2, link-type EN1@MB (Ethernet), snapshot length 256 bytes Connecting to host hl.usta.ilnp.net, port 5201
sudo getaddrinfo -t stream hl.usta.ilnp.net 5] local 20@1:67c:1232:eeel::clcl port 31804 connected to 2001:630:35:1a::1:abcd port 5201
stream ineté tcp 2001:630:35:1a::1:abcd @ ID] Interval Transfer Bitrate Retr Cwnd
sudo iperf3 -s -i 2 -1 -B hl.usta.ilnp.net 0.00-2.80 sec 978 KBytes 4.00 Mbits/sec 63.4 KBytes
2.00-4.00 sec 976 KBytes 4.08 Mbits/sec 63.4 KBytes
Server listening on 5201 (test #1) 4.80-6.84 sec 995 KBytes 4.00 Mbits/sec 63.4 KBytes
pn 6.04-8.04 979 KBytes 4.00 Mbits/sec 63.4 KBytes
Accepted connection from 2801:67c:1232:eeel::clcl, port 25217 8.04-10.05 979 KBytes 4.08 Mbits/sec 63.4 KBytes
local 20@1:630:35:1a::1:abcd port 5201 connected to 2001:67c:1232:eeel::clcl port 31004 10.05-12.00 953 KBytes 4.08 Mbits/sec 63.4 KBytes
Interval Transfer Bitrate 12.00-14.08 1013 KBytes 4.080 Mbits/sec 63.4 KBytes
09.00-2.04 sec 978 KBytes 3.92 Mbits/sec udo ifconfig igbl
2.04-4.88 sec 997 KBytes 4.00 Mbits/sec ] 14.08-16.00 941 KBytes 4.08 Mbits/sec
4.08-6.07 sec 969 KBytes 4.00 Mbits/sec 16.00-18.00 976 KBytes 4.80 Mbits/sec
6.07-8.04 sec 964 KBytes 4.08 Mbits/sec 18.00-20.00 976 KBytes 3.99 Mbits/sec
8.04-10.00 sec 957 KBytes 4.080 Mbits/sec 20.00-22.07 1012 KBytes 4.080 Mbits/sec
10.00-12.13 sec 1.01 MBytes 4.80 Mbits/sec 22.07-24.00 941 KBytes 4.08 Mbits/sec
12.13-14.12 sec 973 KBytes 4.00 Mbits/sec 24.00-26.08 1016 KBytes 4.00 Mbits/sec
14.12-16.12 sec 976 KBytes 4.08 Mbits/sec 26.08-28.00 939 KBytes 4.08 Mbits/sec
16.12-18.83 sec 932 KBytes 4.080 Mbits/sec 28.00-30.00 976 KBytes 4.080 Mbits/sec
18.03-20.00 964 KBytes 4.080 Mbits/sec udo ifconfig igb2
20.00-22.06 1002 KBytes 4.80 Mbits/sec 30.00-32.00 976 KBytes 4.00 Mbits/sec
22.06-24.09 994 KBytes 4.00 Mbits/sec 32.00-34.00 978 KBytes 4.00 Mbits/sec
24.09-26.10 979 KBytes 4.080 Mbits/sec 34.00-36.00 975 KBytes 3.99 Mbits/sec
26.10-28.00 932 KBytes 4.08 Mbits/sec 36.00-38.00 976 KBytes 4.08 Mbits/sec
28.00-30.11 1.00 MBytes 4.80 Mbits/sec 38.00-40.13 1.01 MBytes 4.80 Mbits/sec
30.11-32.00 924 KBytes 4.00 Mbits/sec 40.13-42.09 957 KBytes 4.00 Mbits/sec
32.00-34.00 978 KBytes 4.08 Mbits/sec 42.09-44.01 935 KBytes 3.99 Mbits/sec
34.00-36.07 1009 KBytes 4.80 Mbits/sec udo ifconfig igh3
36.07-38.12 1001 KBytes 4.80 Mbits/sec 44.01-46.01 978 KBytes 3.99 Mbits/sec
38.12-40.12 975 KBytes 4.08 Mbits/sec 46.01-48.04 993 KBytes 4.08 Mbits/sec
40.12-42.12 978 KBytes 4.08 Mbits/sec 48.04-50.01 961 KBytes 4.08 Mbits/sec
42.12-44.12 976 KBytes 4.08 Mbits/sec 50.01-52.02 980 KBytes 4.08 Mbits/sec
44.12-46.12 976 KBytes 4.088 Mbits/sec 52.02-54.00 968 KBytes 4.08 Mbits/sec
46.12-48.12 976 KBytes 4.080 Mbits/sec 54.00-56.00 978 KBytes 4.08 Mbits/sec
48.12-50.00 921 KBytes 4.00 Mbits/sec 56.00-58.00 976 KBytes 4.00 Mbits/sec
50.80-52.13 1.01 MBytes 4.80 Mbits/sec 58.00-60.00 KBytes Mbits/sec
52.13-54.12 972 KBytes 4.08 Mbits/sec
54.12-56.12 978 KBytes 4.00 Mbits/sec Interval Transfer Bitrate
56.12-58.12 978 KBytes 4.00 Mbits/sec 0.00-60.00 28.6 MBytes 4.00 Mbits/sec sender
58.12-60.04 KBytes Mbits/sec 0.00-60.04 28.6 MBytes 4.80 Mbits/sec receiver

PPPPOO®

63.4 KBytes
63.4 KBytes
63.4 KBytes
63.4 KBytes
63.4 KBytes
63.4 KBytes
63.4 KBytes
63.4 KBytes

PO ®

63.4 KBytes
63.4 KBytes
63.4 KBytes
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PCPPPOO®

63.4 KBytes
42.1 KBytes
63.3 KBytes
63.3 KBytes
63.3 KBytes
63.3 KBytes
63.3 KBytes
63.3 KBytes

POPPOPON®

Interval Transfer Bitrate iperf Done.
0.00-60.04 sec 28.6 MBytes 4.00 Mbits/sec receiver ilnpRcl:~/ietf126 $ ]
packets captured
packets received by filter
@ packets dropped by kernel
saleem@hl:~/ietf126 § [|
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draft-bhatti-ilnp-preference

e Multiple L64 and NID values can be available (DNS).

* Preference value:
* Unsigned 16-bit integer, lower value is higher precedence.
e For future use in in ILNP applications.

 When multiple L64 and NID values are retrieved from DNS:
* How to use L64, NID, and Preference values to form IPv6 address values.
* Related to draft-bhatti-ilnp-ip6-apps.
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draft-bhatti-ilnp-textual-representations

2001:db8:0:1:abcd:0:a:1
2001:db8:0:1:abcd:0:a:2

2001-db8-0-1.abcd+0+a+1
2001-db8-0-1.abcd+0+a+2

(1)2001-db8-0-1.abcd+0+b+1
(2)2001-db8-0-2.abcd+0+b+1

(1)2001-db8-0-1. (2)abcd+0+c+2
(2)2001-db8-0-2. (1) abcd+0+c+1
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node-al.

node—a?2

node-al.

node—a?2

node-bl.
node-bl.

ip6 # a remote node

.1p6 # another remote node

ilnp # a remote node

.ilnp # another remote node

ilnp # a remote node
ilnp # the same remote node

node-cl.ilnp # a remote node
node-cl.ilnp # the same remote node
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draft-bhatti-ilnp-nonce

From Section 8 of [RFC6740], inclusion of the Nonce

. will include the ILNP Nonce value in its
the responder ...

* NC1: The Nonce Header MUST appear in _every_ ILNP
* NC2: The Nonce Value MUST be _randomly generated_
communication session that is _initiated_ by a
_unique_ with respect to any other Nonce Value

ILNP communication session that was _initiated_

Header in ILNP packets:

initial packet(s) to

packet.

for any new ILNP

node, and MUST be
still in use for an
by this node.

* NC3: The Nonce Value MUST be the _same_ in the Nonce Header for
both directions of an ILNP communication session, i.e. it 1is

_bidirectional_.
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draft-bhatti-ilnp-ip6-apps

When an IPv6 application uses ILNP communication, it is important
that such usage is:

* _intentional_: comes from explicit actions taken to use ILNP, e.qg.

there is a clear choice about the use of ILNP communication for
IPv6 applications from systems configuration; and

* _predictable_: avoids surprises, as much as is possible, from the
use of ILNP, e.g. that ILNP communication does not result in the
IPv6 application entering unsupported states or undesirable modes
of operation.
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Summary of the Internet Draft intentions

1. Improve ILNP definitions and compatibility with IPv6.
2. Improve usage of ILNP by existing IPv6 applications.

* The IDs update the specification of ILNP:
* they make definitions in the existing ILNP specifications clearer.

* they plug some gaps in the existing ILNP specifications.
* they document what has been shown to work and is deployable.

Ofwt
e

https://ilnp.cs.st-andrews.ac.uk/
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