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ILNP addressing architecture: transport state
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A = IP address
fixed for a node

P = port number

At X:
<TCP: PX, PY, <IP: AX, AY>>

At Y:
<TCP: PY, PX, <IP: AY, AX>>

X Y

Internet

I = Node Identifier (NID)
stable for a single flow

L = Locator (L64)
mutable for a single flow

P = port number
# = dynamic binding

AX Ay

IY
LY

IX
LX

At X:
<TCP:PX, PY, IX, IY>#<IP: LX, LY>
At Y:
<TCP: PY, PX, IY, IX>#<IP: LY, LX> 



ILNP addressing with the IPv6 address space
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IPv6 (RFC8200(S)) – general IPv6 global address format:

  | 3 |     45 bits         |  16 bits  |             64 bits                 |
  +---+---------------------+-----------+-------------------------------------+
  |001|global routing prefix| subnet ID |     Interface Identifier (IID)      |
  +---+---------------------+-----------+-------------------------------------+

 

ILNP (RFC6741(E)) – Identifier Locator Vector (I-LV):

  |             64 bits                 |             64 bits                 |
  +---+---------------------+-----------+-------------------------------------+
  |           Locator (L64)             |       Node Identifier (NID)         |
  +---+---------------------+-----------+-------------------------------------+

Same syntax and semantics as
IPv6 address (routing) prefix,

so IPv6 core routers work as today.

IPv6 address (routing) prefix. Same syntax, different semantics.

These bits only examined and
acted upon by end systems.



NID and L64 values in IPv6 packet header
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0                   1                   2                   3
  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |Version| Traffic Class |           Flow Label                  |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |         Payload Length        |   Next Hdr    |   Hop Limit   |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                               |
 +                       Source IPv6 Address                     +
 |                                                               |
 +-                                                             -+
 |                                                               |
 +                                                               +
 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                               |
 +                    Destination IPv6 Address                   +
 |                                                               |
 +-                                                             -+
 |                                                               |
 +                                                               +
 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

View from an IPv6 router
0                   1                   2                   3

  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |Version| Traffic Class |           Flow Label                  |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |         Payload Length        |   Next Hdr    |   Hop Limit   |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                               |
+                            src_L64                            +

 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                              |
+                            src_NID +

 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                               |
+                      dst_L64                            +

 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
 |                                                               |
+                    dst_NID +

 |                                                               |
 +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

View from an ILNP end-system



ILNP Nonce : IPv6 Destination Option
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ILNP Destination Option (RFC6744(E)):

     0                   1                   2                   3
     0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
    | Next Header   | Hdr Ext Len   |  Option Type  | Option Length |
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

/                         Nonce Value                           /
    +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

IPv6 Destination Option Type = 139 / 0x8b 

1. Identifies this packet as an ILNP packet.
2. Gives some protection against certain “off-path” attacks.



ILNP Locator Update (LU)
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ICMPv6 Locator Update Message (RFC6743(E)):

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Type      |     Code      |           Checksum            |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Num of Locs  |   Operation   |           RESERVED            |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

/                    Locator (L64) [1] /
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |        Preference [1]         |           Lifetime [1]        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

/                    Locator (L64) [2] /
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |        Preference [2]         |           Lifetime [2]        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                              ...                              |

Type = 156 0x9c, Code = 0
time

A

time

B

LU-adv

LU-ack



Changes proposed to ILNP
• All changes based on implementation experience (Linux and FreeBSD), 

plus testing in labs and at IETF Hackathons over many years.
• draft-bhatti-ilnp-preference:

• How to use Preference values with (multiple) L64 and NID values.

• draft-bhatti-ilnp-textual-representations:
• Format for text/written values of L64, NID, I-LV.

• draft-bhatti-ilnp-nonce:
• Clarification on use of nonce header: it should appear in every ILNP packet.

• draft-bhatti-ilnp-ip6-apps:
• Allow IPv6 apps to gain some ILNP benefits via DNS and getaddrinfo(3).
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draft-bhatti-ilnp-preference

• Multiple L64 and NID values can be available (DNS).
• Preference value:

• Unsigned 16-bit integer, lower value is higher precedence.
• For future use in in ILNP applications.

• When multiple L64 and NID values are retrieved from DNS:
• How to use L64, NID, and Preference values to form IPv6 address values.
• Related to draft-bhatti-ilnp-ip6-apps.
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draft-bhatti-ilnp-textual-representations
2001:db8:0:1:abcd:0:a:1     node-a1.ip6  # a remote node
2001:db8:0:1:abcd:0:a:2     node-a2.ip6  # another remote node

2001-db8-0-1.abcd+0+a+1     node-a1.ilnp  # a remote node
2001-db8-0-1.abcd+0+a+2     node-a2.ilnp  # another remote node

(1)2001-db8-0-1.abcd+0+b+1  node-b1.ilnp   # a remote node
(2)2001-db8-0-2.abcd+0+b+1  node-b1.ilnp   # the same remote node

(1)2001-db8-0-1.(2)abcd+0+c+2  node-c1.ilnp   # a remote node
(2)2001-db8-0-2.(1)abcd+0+c+1  node-c1.ilnp   # the same remote node
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draft-bhatti-ilnp-nonce
From Section 8 of [RFC6740], inclusion of the Nonce Header in ILNP packets:

       ... will include the ILNP Nonce value in its initial packet(s) to
       the responder ...

* NC1: The Nonce Header MUST appear in _every_ ILNP packet.
* NC2: The Nonce Value MUST be _randomly generated_ for any new ILNP
     communication session that is _initiated_ by a node, and MUST be
     _unique_ with respect to any other Nonce Value still in use for an
     ILNP communication session that was _initiated_ by this node.
* NC3: The Nonce Value MUST be the _same_ in the Nonce Header for
     both directions of an ILNP communication session, i.e. it is
     _bidirectional_.
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draft-bhatti-ilnp-ip6-apps
When an IPv6 application uses ILNP communication, it is important
that such usage is:

   *  _intentional_: comes from explicit actions taken to use ILNP, e.g.
      there is a clear choice about the use of ILNP communication for
      IPv6 applications from systems configuration; and

   *  _predictable_: avoids surprises, as much as is possible, from the
      use of ILNP, e.g. that ILNP communication does not result in the
      IPv6 application entering unsupported states or undesirable modes
      of operation.
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Summary of the Internet Draft intentions
1. Improve ILNP definitions and compatibility with IPv6.
2. Improve usage of ILNP by existing IPv6 applications.

• The IDs update the specification of ILNP:
• they make definitions in the existing ILNP specifications clearer.
• they plug some gaps in the existing ILNP specifications.
• they document what has been shown to work and is deployable.
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