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1. Introduction

Outer IP Header

IP tunneling is widely used for: (Src: A, Dst: B)
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ﬁ If a tunnel node accepts unauthorized

traffic or forwards invalid inner packets, Inner IP Packet

it can become: (Src: X, Dst:Y)
* An open relay

* A source-address-spoofing enabler

* A path around filtering policy




2. Why Tunnel Security Matters

Tunneling is everywhere :
1. IPv4/IPv6 Transition

2. Overlay Networks

3. Traffic Engineering

4. Cloud/ DC Interconnect

Count (Log Scale)

5. VPN & Enterprise

6. Inter-domain Services
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More tunnel deployment —» More public endpoints = Larger attack surface
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1]TED: Abusing Tunnel Hosts and IPv6 Extension Headers for Pulsing DoS Attacks , USENIX Security 2026.




3. Gap with Existing RFCs

RFC 2003

RFC 2473

RFC 2784

RFC 4213

RFC #964

IP-in-IP Tunnel mechanism only
IPv6 Tunnel Tunnel mechanism only
GRE Tunnel mechanism only
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Existing RFCs define how to tunnel.

What's Missing?

X Security framework
X Peer authorization
X sAv

X Forwarding scope
X Recursive

X encapsulation

X IPv6 EH handling
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This draft defines how to secure tunnel nodes across mechanismes.



4. Tunnel Node Processing Model|

) Outer IP Header
Receive outer packet (Src: A, Dst:B) T

Validate outer header and source. l

Decapsulate Tunnel Node @

Remove encapsulation and obtain l

inner packet.
Validate inner packet Inner IP Packet
(Sre: X, Dst. Y)

Perform source address and

forwarding-scope validation. l
Forward or consume :

. . . Forwarding
Forward according to routing policy or Decision

deliver locally




5. Security Framework for Tunnel Nodes

» This draft defines security requirements along the tunnel processing pipeline.

Tunnel

Config Limit Egress

Tunnel ell_'

Ingress

Default SAV Recursive IPv6 EH Telemetry g

Secure Tunnel Node Processing Pipeline
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End-to-end Applicable to multiple

Unified principles protection mechanisms




6. Default Configuration Requirements

Tunneling MUST be disabled by default.

A tunnel node MUST NOT accept tunneled packets
from unauthorized sources.

Only explicitly configured and authorized peers are
allowed.

Default configuration MUST NOT enable transit
forwarding of decapsulated packets.

Secure by default to prevent accidental

Manageability access MUST be protected. EXposure.
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/. Source Address Validation Requirements

Outer IP Header

Outer Source Address Validation (Src: A, Dst: B)

e The outer source address MUST be validated.
e The source MUST be authorized and reachable. l

Inbound SAV
Inner Source Address Validation

* The inner source address MUST be validated.
* SAV (BCP 38, RFC 8704) or equivalent mechanism Outbound SAV
SHOULD be applied.

Scope
Destination and Forwarding-Scope Validation Validation

e The inner destination MUST be within allowed l

Forward / Deliver

forwarding scope.
* Packets to local, loopback, multicast/broadcast, or
other restricted scopes MUST be dropped.




8. Recursive Encapsulation Requirements

. » Atunnel node MUST limit recursive encapsulation.

—" « Amaximum encapsulation depth MUST be configured.

A > Packets exceeding the limit MUST be dropped.

@ > Default maximum depth is RECOMMENDED to

be no more than 3.
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9. IPv6 Extension Header Requirements

IPv6 Header [
A tunnel node MUST properly handle IPv6 T
extension headers.
Ext Header 1
Q It MUST process only necessary headers and limit 3
header chain length. IPv6 Header Header Chain
1 ~ Length < 8
Packets with unsupported or dangerous RECOMMENDED
_ Ext Header 2
extension headers MUST be dropped. .
Q RECOMMENDED maximum header chain +
length is 8. Payload —




10. Operational Management and Telemetry

-p— Logging
Log security-relevant events (drops, violations, peer
changes, errors).

° Monitoring
w Provide counters and metrics for operations and \,\

anomaly detection.

@'3 Configuration Management
(" =7 Support secure and auditable configuration

& /N\| Incident Response
L,Jvd Support traceability and facilitate incident analysis.

Good visibility and management are essential for secure and reliable tunnel

operations.
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Any Comments ?

IETF 126, Vienna, July 2026
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