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Abstract — Open Issues

Threat Model

The abstract mentions a threat model that either needs to be fully developed or removed from scope. Currently it is referenced 
but not within the draft.

Recommendation

Consider dropping the threat model framing — the draft is primarily based on regulatory frameworks, which may make a 
separate threat model unnecessary or redundant?



Survey of Baseline Security Requirements

What about other relevant standards — are there any not currently covered?

What if standards conflict, or one is more stringent than another?

Should we always apply the most stringent requirement?

Does that apply uniformly to all device types? Is a smart TV as critical as a healthcare device?



Requirement Mapping — Discussion Points

Snapshot in Time

Use a snapshot of current regulatory requirements as the baseline.

Derived Requirements

Create our own requirements derived from regulations and other 

sources.

Keeping Current

How do we keep requirements in step with evolving regulation?

Quality Judgements

Do we judge what is "good enough"? e.g., is syslog over UDP 

acceptable for a logging requirement?

Structured Sections

Each area (e.g. password rules) could be split into: Requirements + 

Supporting Technologies (IETF or otherwise).

Consolidated Table

Consider a table consolidating ENISA, ETSI, and NIST requirements —

e.g. password rules.



Way Forward

Option A — Progress the Draft

• Recruit additional authors/volunteers

• Note: did volunteers came forward at IETF-118?

Option B — Break into Smaller Drafts

• Still useful but remains a lot of work

• e.g. ”Access Control for IoT devices” or "Password Management for IoT", "Logging for IoT"

Option C — Survey Only (No Recommendations)

• Keep as a reference survey for other drafts

• But then no actionable recommendations

• Would we update all the drafts to reference draft-ietf-iotops-security-summary?
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