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Motivation

Attack Scenario: Name resolution by IoT devices

IoT device DNS server

database

DNS request
[AAAA, product.example.com]

DNS response
[AAAA: 2001:db8::1]

Eavesdropper

🔒

🔒

Countermeasure

Encrypt name resolution triggered by IoT devices against eavesdropping
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New Proposal: DNS over CoAP (RFC 9953)

🔒 Encrypted communication
• Datagram Transport Layer Security (DTLS)
• Object Security for Constrained RESTful Envirenments (OSCORE)

cubes-stacked Block-wise message transfer
• Lightweight segmentation into blocks of equal length

database En-route caching
• Mitigation of high link-layer packet loss
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Threat: Distinguish Encrypted DNS from Data Traffic

🔍
database DNS Server

server Data Server
DNS 🔒

Data 🔒
Typical mitigation techniques ...
• EDNS(0) padding

• Artificial delays when sending

... conflict with constrained use case
• Recommended padding length
x× 128 bytes vs. frame sizes

• Artificial delays vs. data rates and
latency

Our Goals
1. Explore advantages of constrained use case
to increase obfuscation

2. Analyze leaking header fields and
identify possible countermeasures
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Explore Advantages of Constrained Use Case

Block-wise Transfer with CoAP
CoAP Message

CoAP Message

Source

Destination

t

Eliding Headers with SCHC

Rules for device D
ellipsis-vertical

table-list

IPv6 Datagram

SCHC Frame
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
Unconstrained Link Layer Constrained Link Layer (SCHC)

(3 variants if applicable)
HTTPS CoAP(S) (Onion) OSCORE CoAPS1 (Onion) OSCORE

Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
D P D P D P D P D P D P D P D P D P

Data DNS 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2

JSON DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

CBOR DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size)

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
Unconstrained Link Layer Constrained Link Layer (SCHC)

(3 variants if applicable)
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Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
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CBOR DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size)

Client DNS &
Data Server

👁
Wireless Domain

D1

Client
Proxy

DNS &
Data Server

👁
Wireless Domain

P1

Client

DNS
Server

Data
Server

👁

Wireless Domain

D2

Client
Proxy

DNS
Server

Data
Server

👁
Wireless Domain

P2

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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Onion CoAP
(draft-amsuess-t2trg-onion-coap)

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
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(3 variants if applicable)
HTTPS CoAP(S) (Onion) OSCORE CoAPS1 (Onion) OSCORE

Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
D P D P D P D P D P D P D P D P D P
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CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size)

application/dns-message

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
Unconstrained Link Layer Constrained Link Layer (SCHC)

(3 variants if applicable)
HTTPS CoAP(S) (Onion) OSCORE CoAPS1 (Onion) OSCORE

Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
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Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size)

application/dns+cbor
(draft-lenders-dns-cbor)

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation
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JSON DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
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CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size)
{
(Unencrypted) CoAP, CoAPS

}
1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
Unconstrained Link Layer Constrained Link Layer (SCHC)
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Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
D P D P D P D P D P D P D P D P D P
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CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size){Onion OSCORE,OSCORE}

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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296 Scenarios for Traffic Generation

Formats Network Scenario Sum
Unconstrained Link Layer Constrained Link Layer (SCHC)

(3 variants if applicable)
HTTPS CoAP(S) (Onion) OSCORE CoAPS1 (Onion) OSCORE

Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64 Z = 1024 Z = 64
D P D P D P D P D P D P D P D P D P

Data DNS 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 2

JSON DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

CBOR DNS 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74
CBOR 1 1 1 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 1 3 1 1 1 3 1 1 2 6 2 3 2 6 2 3 74

Sum 4 4 4 4 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 4 12 4 4 4 12 4 4 8 24 8 12 8 24 8 12 296

(Z = RFC 7959 Block Size){Onion OSCORE,OSCORE}

Variant split rules minimum rules peer-based rules

Description One rule per server One rule for both One rule set per
servers server

Device ID D Device L2 Address 7→ D Device L2 Address 7→ D Device⊕ App L2
Address 7→ Di

Rules Rule 1 for D: Rule 1 for D: Rule 1 for D1 :
... ... ...
App IID=::1 App IID=[::1,::2] App IID=::1
7→ not-sent 7→ mapping-sent 7→ not-sent

... ... ...

Rule 2 for D: Rule 1 for D2 :
... ...
App IID=::2 App IID=::2
7→ not-sent 7→ not-sent

... ...

1Loosely based on: A. Fragkiadakis, ”DTLS Static Context Header Compression -Implementation and Evaluation in the Contiki-NG,” 2022 IEEE
Conference on Standards for Communications and Networking (CSCN), Thessaloniki, Greece, 2022, pp. 131-137, doi: 10.1109/CSCN57023.2022.10051055.
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Feature Vector Generation

IPv6 vs SCHC ≈ apples vs oranges⇒ “Binary vector” as feature vector

• Translate each byte Bi into 8-dimensional vector

Bi =
7∑
j=0

bi,j2j 7→
(
bi,j

)7
j=0 bi,j ∈ {0, 1}

(e.g., 0x13 7→ (0,0,0,1,0,0,1,1))
• Concatenate resulting array of vectors into one large vector
• Pad all vectors to same length with trailing 2s
(e.g., 0x0611 7→ (0,0,0,0,0,1,1,0,0,0,0,1,0,0,0,1)

0x13 7→ (0,0,0,1,0,0,1,1,2,2,2,2,2,2,2,2))
• Min-max-normalization to get elements ∈ [0, 1] again

27
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Permutation Importances for Feature Evaluation

Given input vector V of all scenario feature vectors

V =


(0 1 0 1 0 1 0 · · · )

(1 0 0 0 1 1 1 · · · )

(
...

...
...

...
...

...
...

. . . )

(1 0 1 0 1 1 0 · · · )



For each evaluation step i: shuffle column i

Vi =


(0 1 1 1 0 1 0 · · · )

(1 0 1 0 1 1 1 · · · )

(
...

...
...

...
...

...
...

. . . )

(1 0 0 0 1 1 0 · · · )


Change in accuracy
⇒ Column (i.e., feature=bit) is important for overall classifier accuracy

(the larger the change the more important the feature)
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Permutation Importances for Feature Evaluation

Given input vector V of all scenario feature vectors
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Change in accuracy
⇒ Column (i.e., feature=bit) is important for overall classifier accuracy

(the larger the change the more important the feature)

Header Field Analysis
Use this bit information to map to original header fields

31
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Leak Category 1: Destination Information (I)
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1

Permutation Importances: Unconstrained, D2, Onion OSCORE, Block Size 1024 Bytes

• IP addresses, ports, etc. make data and DNS traffic distinguishable
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• IP addresses, ports, etc. make data and DNS traffic distinguishable
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Leak Category 1: Destination Information (II)
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Permutation Importances: Unconstrained, D2, (Unencrypted) CoAP, Block Size 64 Bytes

• Even when traffic is unencrypted it is the most important feature
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Leak Category 1: Destination Information (II)
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Permutation Importances: Unconstrained, D2, (Unencrypted) CoAP, Block Size 64 Bytes

• Even when traffic is unencrypted it is the most important feature
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Leak Category 1: Destination Information (III)
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Permutation Importances: SCHC, minimal rules, D2, Onion OSCORE, Block Size 64 Bytes

• Even when address is reduced to a single bit with SCHC
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Leak Category 1: Destination Information (III)
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Permutation Importances: SCHC, minimal rules, D2, Onion OSCORE, Block Size 64 Bytes

• Even when address is reduced to a single bit with SCHC
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Leak Category 2: Alternating DNS and Data Message Patterns (I)
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1

Permutation Importances: Unconstrained, D1, CoAPS, Block Size 1024 Bytes

• Growing sequence numbers, message IDs, etc. make data and DNS
traffic distinguishable
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Leak Category 2: Alternating DNS and Data Message Patterns (I)
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Permutation Importances: Unconstrained, D1, CoAPS, Block Size 1024 Bytes

• Growing sequence numbers, message IDs, etc. make data and DNS
traffic distinguishable
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Leak Category 2: Alternating DNS and Data Message Patterns (II)

0 8 16 24 32 40 48 56 64 72 80
Offset in Frame [bytes]

−10
−8
−6
−4
−2
0
2
4
6
8
10

M
ea
n
De
cr
ea
se

of
Ac
cu
ra
cy

×10−2
IPv6

len.
IPv6

src.
IPv6

dst.
TCP s

rc.

TCP d
st.

TCP s
eqno

.

TCP a
ckno

.
TCP w

indow TCP T
S opt

.
TLS le

n.Encrypted payload

992 1008 1024 1040 1056 1072 1088 1104 1120 1136 1152

Formats (Mean Accuracy in Cross Validation)
JSON & DNS (0.782)
CBOR & DNS (0.788)

JSON & CBOR (0.709)
CBOR & CBOR (0.716)

Formats (Mean Accuracy in Cross Validation)
JSON & DNS (0.782)
CBOR & DNS (0.788)

JSON & CBOR (0.709)
CBOR & CBOR (0.716)

1

Permutation Importances: Unconstrained, P1, HTTPS

• Even in DoH, TCP sequence numbers leak information
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Leak Category 2: Alternating DNS and Data Message Patterns (II)
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Permutation Importances: Unconstrained, P1, HTTPS

• Even in DoH, TCP sequence numbers leak information
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Solution 1: Equalizing Message Length using Small Block Sizes
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Violin Plot of 5-fold Cross Validation: Unconstrained, Block Size 1024 vs. 64 Bytes
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Solution 2: Use Peer-based SCHC Rules (I)
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Solution 2: Use Peer-based SCHC Rules (II)
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Permutation Importances: SCHC, peer-based rules, D2, (plain) OSCORE, Block Size 64 Bytes

• Length is more important again⇒ padding needed in the last block!
(There is already a CoAP padding option!
draft-ietf-core-cacheable-oscore)
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Solution 3: Onion OSCORE with Randomized IDs
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Permutation Importances: Unconstrained, P2, (plain) OSCORE, Block Size 1024 Bytes

0 8 16 24 32 40 48 56 64 72 80
Offset in Frame [bytes]

−2

−1

0

1

2

M
ea
n
De
cr
ea
se

of
Ac
cu
ra
cy

×10−2
IPv6

src.
IPv6

dst.
UDP

src.

UDP
dst.
CoAP

codeOSCO
RE pa

rtial I
V

Encrypted payload

Start of feature vector paddingStart of feature vector padding

992 1008 1024 1040 1056 1072 1088 1104 1120 1136 1152

84 148 212 276 340 404 468 532 596

Formats (Mean Accuracy in Cross Validation)
JSON & DNS (0.874)
CBOR & DNS (0.880)

JSON & CBOR (0.842)
CBOR & CBOR (0.848)

Formats (Mean Accuracy in Cross Validation)
JSON & DNS (0.874)
CBOR & DNS (0.880)

JSON & CBOR (0.842)
CBOR & CBOR (0.848)

1

Permutation Importances: Unconstrained, P2, Onion OSCORE, Block Size 1024 Bytes

Feature importances change

Overall accuracy decreases!
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Solution 3: Onion OSCORE with Randomized IDs
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Permutation Importances: Unconstrained, P2, (plain) OSCORE, Block Size 1024 Bytes
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Permutation Importances: Unconstrained, P2, Onion OSCORE, Block Size 1024 Bytes

Feature importances change

Overall accuracy decreases!
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Solution 3: Onion OSCORE with Randomized IDs
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Permutation Importances: Unconstrained, P2, (plain) OSCORE, Block Size 1024 Bytes
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Permutation Importances: Unconstrained, P2, Onion OSCORE, Block Size 1024 Bytes

Feature importances change

Overall accuracy decreases!
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Protocol Recommendations & Further Improvements

How to make DoC traffic less distinguishable from data CoAP traffic?

• Use peer-based SCHC rules when applicable
(assuming regular, coordinated L2 address shuffling)
hand-point-right Elide as much headers as possible!

• Use draft-amsuess-t2trg-onion-coap with randomized message IDs
and tokens + draft-tiloca-core-oscore-piv-enc
hand-point-right Randomize or encrypt headers you cannot elide!

• Use block-wise transfer with small block sizes with CoAP padding option
(draft-ietf-core-cacheable-oscore) in last block
hand-point-right Equalize your message lengths!
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Should we draft
a recommendation document?



Thanks!
Read our pre-print

doi:10.48550/arXiv.2606.10097

Use our artifacts

doi:10.5281/zenodo.19697848

Paper will be published in Proceedings of IEEE EuroS&P’26
doi:10.1109/EuroSP68448.2026.00094

https://doi.org/10.48550/arXiv.2606.10097
https://doi.org/10.5281/zenodo.19697848
https://doi.org/10.1109/EuroSP68448.2026.00094
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