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Why now?  In a word (two really): AI

• Powerful models provide the ability to integrate disparate 
functions.
• That in turn means you can’t disconnect components or use 

disconnected networks.
• And that means you need to protect those devices.

• And they can’t protect themselves
• Mythos is the first, but not the last, adversarial model that moves faster 

than humans.
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What MUD gets right

• The abstractions are About Right
• Controllers for a handful of devices that manage a service
• Same-manufacturer  and manufacturer for p2p interactions
• Internet names for cloud devices
• Local-networks as a catch all
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What needs clarifying and extending?
• Use of IP addresses

• Some devices simply don’t use DNS for certain Internet access
• The MUD model itself is built on the ACL model
• So… IP addresses are allowed… though not generally recommended for Internet access.

• Multicast
• Since IP addresses are permitted, we can authorize multicast groups in the model.
• Support for multicast beyond the local segment, however, is patchy.
• Good to signal to the owner if common deployment requires traversing the network.

• Directed Broadcasts
• I hate these.  Everyone should hate these.
• But they’re out there.
• If they’re out there, we should at least describe the behavior, so that administrators know they need to deal with it.
• Specific directed broadcast addresses cannot be described in MUD, because they are deployment specific.

• Normal broadcasts
• Every device does this.  We should assume that broadcasts are required for normal operation.
• That doesn’t mean everyone has to receive every broadcast.  Normal MUD inbound rules apply.
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So what does the draft add?

• Some signals around directed broadcast
• A (very) small model extension

• Some signals around multicast that might span segments
• Note that there are scope issues to discuss.
• Probably needs a bit more elaboration
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What other extensions/clarifications should 
we make?

?
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