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1. Introduction & Goal

We aim to establish a standardized benchmark to assess Al Agent
security across four critical dimensions. This framework enables
guantitative scoring, cross-model comparisons, and clear risk
level classification, providing a solid foundation for ensuring the
safe deployment of autonomous agents.

2. 4-Dimension Evaluation Framework

Dimension Core Focus

Key Metrics

Foundation  Base model
Model robustness, value
alignment &
hallucination control

Adversarial sample defense,
factual accuracy, bias
mitigation

Interaction ~ Agent-user dialogue Jailbreak resistance, prompt
Security & tool/API calling injection defense, tool
security authorization

Operational  Execution logic, Goal drift prevention,

Security decision chain & malicious collusion detection,
iterative behavior human override
safety
Basic Infrastructure, data Data leakage prevention,
Security privacy & ecosystem identity authentication,

integrity supply chain audit

3. Scoring Process & Weighting

Step 1: Metric Score— Calculated as (Test Case Pass Rate x 100)
for each individual security metric.

Step 2: Dimension Score— Arithmetic average of all metric scores
within a specific dimension.

Step 3: Final Score- Weighted sum: Foundation(23%) +
Interaction(27%) + Operational(25%) + Basic(27%).

4. Preliminary Evaluation Results

OpenClaw (2026.2.9)

Final Score: 9.09/100 | Classification:High Risk Level (Critical)
Observation: Severe failures in foundation model alignment and basic
security protections, indicating high vulnerability to adversarial attacks.

Hermes (v0.13.0)

Final Score: 57.06/100 | Classification:High Risk Level (Elevated)
Observation: Relatively better operational security, but significant
weaknesses in interaction security (e.g., prompt injection defenses).



