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Background: Multiple Key Exchanges in IKEv2 (RFC 9370)

IKE SA INIT message

L 4

SA Payload

L 4

Proposal #1

Type 4 (DH)
e.g., Curve25519

Type 6 (ADDKE])
e.g., ML-KEM-768

Type 7 (ADDKE2)
e.g., FrodoKEM

.. up to ADDKE7 (Type 12)

Payload hierarchy with multiple key exchanges (Figure 1 of the draft)

PQC migration by hybrid key exchange: RFC 9370 adds
seven transform types ADDKE1..ADDKE7 (Types 6-12) to
IKE_SAI_NIT, combining classical (EC)DH with one or more
post-quantum KEMs into SKEYSEED.

Negotiation model: the initiator lists candidate KEMs per
proposed ADDKE type; the responder MUST select exactly
one transform for each proposed type.

Restrictions in RFC 9370:

» the responder’'s choices MUST NOT contain duplicated
algorithms (CANNOT be identical Transform ID and
attributes), except for NONE; ---Session 2.2.1 Par. 5

» Only ADDKE with indication NONE can be optional.
Otherwise, one algorithm MUST be selected. ---Session
2.2.1Par. 4




Problem: Proposals Scenario that Fail to Negotiate

Migration Goal (at the end of the day?): As long as the two entities support same PQC algorithms, they can
negotiate and to reduce the overlap in the negotiation process.

The developers’ policies often come from templates — proposal format can be syntactically valid in SA payloads
but yet carry mis-used KEM lists across ADDKE types; a strictly validating responder then fails the negotiation in

IKE_SA_INIT.

Scenario 1— complete overlap

Initiator sends:

ADDKE1: {PQ_KEM_ 1, PQ_KEM 2}

ADDKE2: {PQ_KEM_1, PQ_KEM 2} COPY & PASTE
ADDKE3: {PQ KEM_ 1, PQ_KEM 2} COPY & PASTE
Responder supports: both

KEM_1->ADDKE1, KEM_2->ADDKE2,
no distinct algorithm is left for ADDKE3

-> negotiation FAILS

Scenario 2 — subset overlap
Initiator sends:

ADDKE2: {PQ_KEM 2}
Responder supports: PQ _KEM 1 only

ADDKE1 matches PQ_KEM_1, but

ADDKE2 cannot be satisfied
despite mutual support of KEM_ 1

-> negotiation FAILS

Forget or do not
ADDKE1: {PQ_KEM_1, PQ_KEM_2} know NONE

In both cases a workable outcome exists —per-slot chosen simply cannot find it due to restrictions.
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Proposal (as a option): Extended Responder Selection Logic

« Strict RFC 9370 processing first — the extended policies trigger only when the standard non-overlapping
selection cannot satisfy the proposal.

 Consideration 1 (C1) — Duplicate Algorithm Selection: the responder MAY select the same algorithm for
different ADDKE transform types; resolves identical-list proposals during the parsing phase.

 Consideration 2 (C2) — Implicit NONE Selection: the responder MAY add a NONE (Transform ID 0) for an
ADDKE type even when the initiator did not list it — to make the type becomes optional when no mutually
supported algorithm exists in that field.

o Consideration 2 is a fallback — recommended ONLY after Consideration 1 fails; it carries security impact (see
Security Considerations session).
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Responder Processing Workflow

1. Initial evaluation —» 2. Compatibility execution [—»{ 3. Response transmission [ 4. Key generation
Strict RFC 9370: one On failure: apply Return selections + Initiator choose to/not to
algorithm per proposed Consideration 1, then compatibility accepts selections;
ADDKE type, no Consideration 2, per indication (either in- SKEYSEED derived;
duplicates ADDKE field band or out-of-band) >=2 key materials for PQC

hybrid KE

» The compatibility indication tells the initiator that an extended policy (duplicate or implicit NONE) was adopted.

+ Standard-compliant peers are unaffected: when strict selection succeeds, behavior is exactly RFC 9370.

.—\/A\/Vf\—.
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Annex: Cases for Deterministic Boundary Profiles

Responder’s

Deterministic outcome

Profile Examples Proposal cases support
algorithms

1 Complete overlap ADDKEL = ADDKE2 = {A, B} A only

2 Subset overlap ADDKEL ={A, B}; ADDKE2 = {C} B only

3 Explicit NONE + ADDKE1 = {A, NONE}; ADDKE2 ={B} C only

fallback

4 Tie-breaking priority ADDKEL1 = {A}; ADDKE2 = {A} A

A, B, C denote PQ KEM algorithms; C1 / C2 = Consideration 1 / Consideration 2.

C1: Ais selected for two times; SKEYSEED = DH +
duplicated A
---Consideration 1

B is selected for ADDKEL; C2: implicit NONE for
ADDKEZ2; result = DH + B (one PQC retained)
---Consideration 2

NONE for ADDKEL (standard); C2: NONE for
ADDKE2 -> classical DH only;
---Consideration 2 ,local policy MUST accept or abort

C1 SHALL take priority over C2 -> A selected for both
---Consideration 1




Other Option? Security Considerations and Email discussion:

Security Consideration

No change to cryptography: selection logic only
C1 trade-off: duplicated KEMs = single PQC-protected.

C2 trade-off: skipping an ADDKE type may reduce SKEYSEED; the worst case (Examples 3) degrades to
classical-only. Implementations MUST enforce a local threshold and MUST abort below it.

Email discussion

Expand the execution matrix for responder and initiator: prioritize the original RFC, timing to choose for enabling
C1, C2, etc. (thanks to Songbo Bu)

Other options: should not consider compatibility mode and c1/c2; could consider providing guidance of
ADDKE arrangement in the WG in the future since issues caused by developer implementation are not

related to the RFC.

+e%%% <.

C1/C2 = Consideration 1 / Consideration 2.
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Next Steps — discussion for the WG

Discussion
« Have developers seen listed overlapping / redundant ADDKE proposals in the SA payload?
Reports welcome.

 Option 1: Should this remain Informational guidance, or consider to become normative
behavior of initiator/responder?

« Option 2: NO extension, but maybe consider providing guidance for ADDKE arrangement
cases based on current RFC.

Adoption question
* Next step for draft-li-ipsecme-extensions-for-robust-negotiation-00? Potential Adoption?

We welcome feedback and collaboration. Thank you

+e%%% <.
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