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FrodoKEM for IKEv2

 Information of our draft
• Title: Post-quantum Hybrid Key Exchange in the IKEv2 with FrodoKEM
• draft-ietf-ipsecme-hybrid-kem-ikev2-Frodo
• Meiling joined as a new co-author
• https://datatracker.ietf.org/doc/draft-ietf-ipsecme-hybrid-kem-ikev2-frodo/
• Github address: https://github.com/smyslov/draft-wang-ipsecme-hybrid-kem-ikev2-frodo/. 

 General Motivation
• The cryptographic agility of PQ migration has been highlighted by many organizations, like 

NIST, ETSI, BSI. (see talks at ETSI QSC workshop, May of 2024)
• Algorithm diversity is important to support cryptographic agility
• The availability of various PQC algorithms is beneficial to applications
• Generally speaking, post-quantum algorithms are still not mature yet
• Supporting a good size of various algorithms is also good from engineering aspect
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FrodoKEM for IKEv2: version 01
 Group Adopted in March 2026: version 00 presented at IETF 125

 Changes Made in Version 01
• Updated the references, and the title to Post-quantum Key 

Exchange in IKEv2 with FrodoKEM, removed “Hybrid”, aligning 
with draft-ietf-ipsecme-ikev2-mlkem-09

• Updated Section 4.2 to align with ISO new standard: ISO/IEC 
18033-2:2006/Amd 2, June 2026.

• Editorial issues.

 Title and hybrid meaning
• Commented by: Thom Wiggers, Michael 

Richardson, John Mattsson, & Guilin Wang.
- Post-quantum Hybrid Key Exchange in IKEv2 with 

FrodoKEM (Current title)
- Using FrodoKEM in Multiple IKEv2 Key Exchanges 

(Suggested by Michael Richardson)
- FrodoKEM for IKE_INTERMEDIATE IKEv2 Key 

Exchanges (Suggested by Thom Wiggers)
• We keep the original title, as this still seems the 

best. 

Title issue at IETF 125 solved

 Related Drafts in CRFG
• FrodoKEM: key encapsulation from learning with errors

draft-longa-cfrg-frodokem-03
• Security Considerations for FrodoKEM
• draft-longa-cfrg-frodokem-security-considerations-00



• WGLC?

Thanks!
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IKEv2 with FrodoKEM


